
 

 

UNIT 5: Border, Immigration, and Transportation Safety and Security 

LESSON 5: Maritime 

Lesson Topics 

• Vulnerability assessment  

• Trends and threats  

• Security planning 

Learning Objective:  

The student will: 

• Identify the major security concerns and potential threats to be 
considered at Maryland ports. 

Engage  

Access prior knowledge 

• What do you know? How did you learn it? 

Pique their interest  

• What do you see, think, wonder when you see this image, watch 
this video, or hear this story? 

Resources 

Exploration  

• Examine the diverse challenges and opportunities involved in 
securing maritime transportation systems. 

• Understand the complexities of maritime security. 

• Review the New York Times article: Cargo, the Terrorists’ Trojan 
Horse. 

• Review vulnerability assessments, trends, threats, and security 
planning. 

Vulnerability Assessment  

- Prior attacks at the ports of Mumbai and India.  

- Global trade is involved with ports in the U.S. and interruptions could 
cause issues with the world economy.  

- Protecting American ports against terrorism is a complex task because 
of the size of the U.S. maritime system.  

Trends and Threats 

- Terrorists have explored using underwater methods to gain access to 
ports, etc. U.S. security methods have prevented terrorist access 
through conventional methods.  

- Terrorists and weapons can be smuggled on large container ships.  

- Prior attacks at the ports of Mumbai and India. 

- USS Cole bombing, suicide attack on a U.S. guided missile destroyer.  

Security planning  

- The United States Coast Guard (USCG) is the lead federal agency for 
maritime homeland security. 

- USCG has a three-tiered system for maritime security (MARSEC) 

Teacher Resources: 

Websites: 

Greenberg, M., Chalk, P., Willis, H., 
Khilko, I., and Ortiz, D. (2006). 
Maritime Terrorism: Risk and 
Liability. Rand Corporation, 199 pp 
http://www.rand.org/pubs/monogr
aphs/MG520.html 

 

CFR. (2003). Title 33, Part 103 – 
Overview of Area Maritime Security 
Regulations http://www.aapa-
ports.org/files/pdfs/overview_area_
maritime_security_regulations.pdf  

 

Council on Foreign Relations. (2006). 
Targets for Terrorism: Ports 

https://www.cfr.org/backgrounder/
targets-terrorism-ports 

 

DHS. (2003). Area Maritime Security 
Committees 

http://www.aapa-
ports.org/files/pdfs/overview_area_
maritime_security_regulations.pdf 
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1. Level 1: minimum security measure should be always maintained.  

2. Level 2: appropriate additional security measures for a period 
because there is a heightened risk.  

3. Level 3: specific protective security measures for a limited time 
because an attack is probable, imminent, or has occurred.  

FAS. (2004). Port and Maritime 
Security: Potential for Terrorist 
Nuclear Attack Using Oil Tankers 

http://www.fas.org/irp/crs/RS21997
.pdf  

 

FAS. (2005). Terrorist Nuclear 
Attacks on Seaports: Threat and 
Response 

http://www.fas.org/irp/crs/RS21293
.pdf 

 

Georgetown Journal of International 
Affairs. (2012). A Better Plan for 
Port Security 
https://www.georgetownjournalofi
nternationalaffairs.org/online-
edition/a-better-plan-for-port-
security-by-travis-stalcup 

 

National Institute of Justice. (2009). 
Protecting America's Ports 

http://www.nij.gov/journals/262/Pa
ges/protecting-americas-ports.aspx  

 

New York Times. (2012). Cargo, the 
Terrorists’ Trojan Horse 

http://www.nytimes.com/2012/06/
27/opinion/the-dangerous-delay-
on-port-security.html?_r=0 

 

NIJ Journal. (2008). Protecting 
America’s Ports 

https://www.ncjrs.gov/pdffiles1/nij/
225763.pdf  

 

Wharton University of Pennsylvania. 
(2012). Countering the threat of 
nuclear terrorism at domestic and 
foreign ports 

https://riskcenter.wharton.upenn.e
du/wp-

Explanation 

Prepare a report about maritime security at Baltimore ports. What are major 
security concerns and potential threats to be considered as the development 
and expansion of the port are in progress? 

Elaboration 

Explain how maritime security is important to non-port communities and land-
locked states.  

Select a “Critical Thinking” exercise from the text. 

Formative Assessment:  

The elaboration activities 

Summative Assessment: 

As required by the curriculum and school system 
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content/uploads/2014/07/WRCib20
12a_Port-Security1.pdf 

 

Texts:  

Bullock et al. Homeland Security, 
The Essentials. Ch 7, pp. 169-188 

 

Student Resources: 

Websites: 

FAS. (2004). Port and Maritime 
Security: Potential for Terrorist 
Nuclear Attack Using Oil Tankers 

http://www.fas.org/irp/crs/RS21997
.pdf  

 

National Institute of Justice. (2009). 
Protecting America's Ports 

http://www.nij.gov/journals/262/Pa
ges/protecting-americas-ports.aspx 

 

New York Times. (2012). Cargo, the 
Terrorists’ Trojan Horse 

http://www.nytimes.com/2012/06/
27/opinion/the-dangerous-delay-
on-port-security.html?_r=0 
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