
 

 

UNIT 2: Science and Technology in Homeland Security  

LESSON 3: S&T Programs for Defense Against Catastrophic Threats 

Lesson Topics 

• S&T program justification 

• Research and development  

• Detection and prevention 

• Standards and guidelines 

• Borders security: nuclear and 
radiological detection 

• Project BioSense 

• Project BioWatch  

Learning Objective:  

The student will: 

• Explain the public health significance of Project BioSense and 
Project BioWatch. 

Engage  

Access prior knowledge 

• What do you know? How did you learn it? 

Pique their interest  

• What do you see, think, wonder when you see this image, watch 
this video, or hear this story? 

Resources 

Exploration 

• Identify the DHS Science and Technology programs that make our 
nation safe. 

• Understand the advanced technologies, systems, and services that 
make our nation safer. 

• Understand the role of federal laboratories that help keep the 
nation safe and meet the mission of DHS. 

S&T program justification 

- The Homeland Security Advanced Research Projects Agency (HSARPA) 
oversees a variety of programs and projects to ensure and improve the 
security of our nation.  

- Cutting edge research. 

- Research brings revolutionary changes to technology enhancing the 
capabilities to protect the nation.  

Research and development 

- S&T delivers innovative solutions. 

- Collaborates with partners in local and state governments, 
laboratories, industry, and academia to build technologies. 

- Goal is to connect partners with end-users to ensure products can be 
transitioned to the commercial market (DHS S&T).  

Standards and guidelines  

Teacher Resources: 

Websites: 

Recommendations to Prevent 
Catastrophic Threats. Federation of 
American Scientists 

https://fas.org/pir-pubs/fas-
symposium-provides-
recommendations-to-next-
administration-on-catastrophic-
threats/ 

 

Bunn, M., & Harrell, E. (2014). 
Threat Perceptions and Drivers of 
Change in Nuclear Security Around 
the World: Results of a Survey. 
Cambridge, Mass.: Report for 
Project on Managing the Atom, 
Belfer Center for Science and 
International Affairs, Harvard 
Kennedy School 

https://www.belfercenter.org/publi
cation/threat-perceptions-and-
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- Standards/Guidelines offers a technical framework to enable sound 
decision making in the following: trade studies, system performance, 
risk, cost, and schedule. 

- Assist first responders and law enforcement to answer the basic 
question, “what equipment will do the job?” 

- Improves the technology being developed. 

- Ensures performance requirements.  

Borders security: nuclear and radiological detection 

- S&T invest in border security research and development of 
technologies to secure the borders by air, land, and port of entry. 

- Research and development will provide solutions to prevent illegal 
entry of persons, weapons (nuclear & radiological), contraband, and 
dangerous goods from entering the U.S.  

Project BioDefense  

- National initiative. 

- Supports the advancement of early detection capabilities for timelier 
acquisition of relevant information. 

- One of three initiatives from the president of the United States to 
improve national preparedness.  

- Considers public health needs.  

Project BioWatch 

- DHS program that provides air-monitoring, analysis, notification 
procedures, and risk assessments to 30 or more jurisdictions.  

- BioWatch stakeholders include public health, emergency 
management, law enforcement, labs, and scientific and environmental 
health organizations. 

- BioWatch continues to evolve as threats change. BioWatch will be 
upgraded to achieve the following: better address a wide arrange of 
bioterrorism threats, provide real-time data across the Homeland 
Security enterprise, and improve information sharing between federal, 
state, and local operators. 

drivers-change-nuclear-security-
around-world-results-survey 
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Explanation (10 min)  

Prepare a report that explains the difference between Project BioDefense and 
Project BioWatch. Pay particular attention to the public health aspects. 

Elaboration (20 min) 

Prepare for a discussion: What should be the highest priority science and 
technology initiatives or systems in place to contribute most significantly to 
U.S. homeland security? 

Formative Assessment:  

The elaboration activities 
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Summative Assessment: 

As required by the curriculum and school system 

Student Resources: 

Websites: 

Recommendations to Prevent 
Catastrophic Threats. Federation of 
American Scientists 

https://fas.org/pir-pubs/fas-
symposium-provides-
recommendations-to-next-
administration-on-catastrophic-
threats/ 

 

CDC. (2004). BioSense Program 

https://www.cdc.gov/mmwr/previe
w/mmwrhtml/su5301a13.htm  

 

DHS. (2021). Science and 
Technology Directorate, Homeland 
Security Advanced Research 
Projects Agency 

http://www.dhs.gov/st-hsarpa 
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