
 

 

UNIT 5: Cybersecurity 

LESSON 2: National Cyber Incident Response Plan 

Lesson Topics 

• National Cyber Incident 
Response Plan 

• State and Local Government 
Responsibilities in 
Cybersecurity Efforts 

Learning Objective:  
The student will: 

• Explore the risks facing local critical infrastructure and the 
recommendations identified in the sector-specific National 
Infrastructure Protection Plan. 

Engage  

Access prior knowledge 

• What do you know? How did you learn it? 

Pique their interest  

• What do you see, think, wonder when you see this image, watch 
this video, or hear this story? 

Resources 

Exploration 

Describe the National Cyber Incident Response Plan. 

Discuss the various methods in which state and local governments contribute 
to cybersecurity efforts.  

National Cyber Incident Response Plan 

1. The plan was created to enable the Department of Homeland Security 
(DHS) to coordinate the response of multiple federal agencies, state and 
local governments, international partners, and private industry to 
incidents at all levels, and is designed to be flexible and adaptable to 
allow synchronization of response activities across jurisdictional lines 
(p.202).  

2. The National Cyber Incident Response Plan (NCIRP) was developed in 
conjunction with the National Response Framework (NRF).  

3. Guiding Principles: NCIRP is based on several guiding principles outlined 
in PPD-41 for the response to any cyber incident, whether involving 
government or private sector entities. These principles include:  

a. Shared Responsibility: Individuals, the private sector, and 
government agencies have a shared vital interest and 
complementary roles and responsibilities in protecting the nation 
from malicious cyber activity and managing cyber incidents and 
their consequences.  

b. Risk-Based Response: The federal government will determine its 
response actions and the resources it brings to bear based on an 
assessment of the risks posed to an entity, our national security, 
foreign relations, the broader economy, public confidence, 
privacy and civil liberties, or the public health and safety of the 
American people. Critical infrastructure entities also conduct risk-
based response calculations during cyber incidents to ensure the 

Teacher Resources: 

Websites: 

CRITICAL INFRASTRUCTURE 
SECTORS 

National Cyber Incident Response 
Plan 

 

Texts: 

Bullock, Haddow, and Coppola, 
Chapter 8, Cybersecurity and Critical 
Infrastructure Protection 

 

Student Resources: 

Websites: 

CRITICAL INFRASTRUCTURE 
SECTORS 

National Cyber Incident Response 
Plan 

 

Texts:  

Bullock, Haddow, and Coppola, 
Chapter 8, Cybersecurity and Critical 
Infrastructure Protection 
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most effective and efficient utilization of resources and 
capabilities.  

c. Respecting Affected Entities: To the extent permitted under law, 
federal government responders will safeguard details of the 
incident, as well as privacy, civil liberties, and sensitive private 
sector information, and generally will defer to affected entities in 
notifying other affected private sector entities and the public. In 
the event of a significant cyber incident where the federal 
government interest is served by issuing a public statement 
concerning an incident, federal responders will coordinate their 
approach with the affected entities to the extent possible.  

d. Unity of Governmental Effort: Various government entities 
possess different roles, responsibilities, authorities, and 
capabilities that can all be brought to bear on cyber incidents. 
These entities must coordinate efforts to achieve optimal results. 
The first federal agency to become aware of a cyber incident will 
rapidly notify other relevant federal agencies to facilitate a 
unified federal response and ensure that the right combination of 
agencies responds to a particular incident. When responding to a 
cyber incident in the private sector, unity of effort synchronizes 
the overall federal response, which prevents gaps in service and 
duplicative efforts. State, local, tribal, and territorial governments 
(SLTTG) also have responsibilities, authorities, capabilities, and 
resources that can be used to respond to a cyber incident; 
therefore, the federal government must be prepared to partner 
with SLTTG in its cyber incident response efforts. The 
transnational nature of the Internet and communications 
infrastructure requires the United States to coordinate with 
international partners, as appropriate, in managing cyber 
incidents.  

e. Enabling Restoration and Recovery: Federal response activities 
will be conducted in a manner to facilitate restoration and 
recovery of an entity that has experienced a cyber incident, 
balancing investigative and national security requirements. 

4. Outlines the responsibilities of each federal agency in the plan.  

5. The NCIRP organizes task into incident management lanes: 

a. Homeland Security 

b. Intelligence 

c. Defense 

d. Law Enforcement 

State, Local, Tribal, and Territorial Governments (SLTTG) 

1. SLTTG operate under the National Infrastructure Protection Plan (NIPP). 

2. Many states and locals have criminal statutes regarding unauthorized 
access or damage to computer systems, which could be implicated in a 
cyber incident.  



 

 

3. State fusion centers: 

a. Situated at the intersection between federal and local law 
enforcement and play a role in sharing threat-related information 
between federal, SLTTG, and/or private sector 

b. Vary greatly in their cyber capacity and capability  

4. Local governments: 

a. Play an important role in local response activities 

b. Have a critical responsibility to provide a communication bridge to 
federal and state law enforcement and incident responders 

5. State and local governments are responsible for implementing critical 
physical and cyber infrastructure protection goals and objectives within 
their jurisdictional authority.  

6. Plan and prepare for critical physical and cyber infrastructure security in 
their jurisdiction.  

7. Share and receive critical infrastructure information with the DHS.  

8. Manage response and recovery operations to affected infrastructure.  

9. Establish regional partnerships to include public-private sector initiatives 
that cross jurisdictional lines. 

a. Focus on prevention, mitigation, protection, response, and 
recovery in their jurisdiction or geographical area.  

Explanation 

Students will take a deeper dive into the individual sectors and the risks they 
face: 

• Choose a local element of critical infrastructure.  

• Locate the aligned Sector-Specific Plan on CRITICAL INFRASTRUCTURE 
SECTORS: 

o Choose the aligned sector 

o Link to the sector-specific plan pdf 

• Search the plans for the word “cyberattack.” 

• Compose a summary report of the risks facing that infrastructure 
sector. 

Elaboration 

Students will join a conversation in which they openly discuss their 
expectations of how local, state, and federal governments should protect them 
from cyberattacks.  

Formative Assessment:  

The elaboration activities 

Summative Assessment: 

As required by the curriculum and school system 

https://www.cisa.gov/critical-infrastructure-sectors
https://www.cisa.gov/critical-infrastructure-sectors


 

 

 


