
 

 

UNIT 5: Cybersecurity 

LESSON 1: Cybersecurity and Critical Infrastructure 

Lesson Topics 

• Department of Defense (DOD) 
U.S. Cyber Command 

• Department of Homeland 
Security (DHS) Cybersecurity 
and Infrastructure Security 
Agency (CISA) 

• Private Sector Responsibilities 
in Critical Infrastructure 

Learning Objective:  

The student will: 

• Outline the purpose and importance of the public/private 
partnerships in the efforts to protect U.S. infrastructure. 

 

 

Engage  

Access prior knowledge 

• What do you know? How did you learn it? 

Pique their interest  

• What do you see, think, wonder when you see this image, watch 
this video, or hear this story? 

Resources 

Exploration 

Teacher content should include a review of cybersecurity, DOD, DHS, and the 
private sector cybersecurity efforts. 

Cybersecurity and Critical Infrastructure Topics 

1. Cybersecurity definition: is defined by the United States Computer 
Emergency Readiness Team (US-CERT) as being the activity or process, 
ability, or capability, or state whereby information and 
communications systems and the information contained therein are 
protected from/or defended against damage, unauthorized use or 
modification, or exploitation.  

2. Critical Infrastructure definition: is a subcategory of infrastructure that 
is so vital that any failure or destruction would have devastating 
impacts on security, governance, public health and safety, public 
confidence, commerce, and other social factors. 

A. Critical infrastructure: chemical sector, commercial facilities, 
communications sector, critical manufacturing sector, dams’ 
sector, emergency services sector, food and agriculture sector, 
energy sector, etc.  

3. The various sectors of the nation’s infrastructure are complex and 
interconnected and interdependent. A failure in one sector could 
cause failure in another sector.  

Cybersecurity and Infrastructure Security Agency (CISA): Role in 
Cybersecurity 

1. Cyberspace and its underlying infrastructure are vulnerable to a wide 
range of risks stemming from both physical and cyber threats and 

Teacher Resources: 

Websites: 

Cybersecurity and Infrastructure 
Security Agency  

 

Real-Time Kaspersky Cyber Threat 
Map 

 

DHS Website: Cybersecurity [Series 
of Articles]  

 

The White House, 2011 – Fact 
Sheet: Cybersecurity Legislative 
Proposal 

 

 

Videos: 

TED Talk - Stuxnet 

What does the Colonial Pipeline 
hack tell us about the security of 
U.S. infrastructure? 

https://www.cisa.gov/
https://www.cisa.gov/
https://cybermap.kaspersky.com/
https://cybermap.kaspersky.com/
http://www.dhs.gov/topic/cybersecurity
http://www.dhs.gov/topic/cybersecurity
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
https://www.youtube.com/watch?v=CS01Hmjv1pQ
https://youtu.be/7gO30Qc5Qk0
https://youtu.be/7gO30Qc5Qk0
https://youtu.be/7gO30Qc5Qk0


 

 

hazards. Sophisticated cyber actors and nation-states exploit 
vulnerabilities to steal information and money and are developing 
capabilities to disrupt, destroy, or threaten the delivery of essential 
services. Cyberspace is particularly difficult to secure due to a number 
of factors: the ability of malicious actors to operate from anywhere in 
the world, the linkages between cyberspace and physical systems, and 
the difficulty of reducing vulnerabilities and consequences in complex 
cyber networks. Of growing concern is the cyber threat to critical 
infrastructure, which is increasingly subject to sophisticated cyber 
intrusions that pose new risks. As information technology becomes 
increasingly integrated with physical infrastructure operations, there is 
increased risk for wide-scale or high-consequence events that could 
cause harm or disrupt services upon which our economy and the daily 
lives of millions of Americans depend. In light of the risk and potential 
consequences of cyber events, strengthening the security and 
resilience of cyberspace has become an important homeland security 
mission (www.cisa.gov). 

Department of Defense (DOD) U.S. Cyber Command and DHS Cybersecurity 
Efforts 

1. Department of Defense five strategic goals: 

A. Build and maintain forces and capabilities to conduct cyberspace 
operations. 

B. Defend and secure DOD information networks to keep data secure 
and mitigate risk. 

C. Be prepared to defend the homeland of the U.S. and vital interests 
from cyberattacks.  

D. Build and maintain a viable cyber options and plan. 

E. Build and maintain a robust international alliance to deter cyber 
threats.  

2. DHS Cybersecurity Efforts: 

A. DHS was tasked by Presidential Directives to lead and manage the 
nation’s cyberterrorism threat through its management division.  

B. The fourth stated mission of DHS was safeguarding and securing 
cyberspace.  

C. To advance the nation’s economic interest and maintain national 
security, DHS has a vision with two goals concerning cyberspace: 

1. Help to create a safe, secure, and resilient cyber environment.  

2. Promote cybersecurity knowledge and innovation. 

Private Sector Responsibilities in Critical Infrastructure  

1. Private sector (individuals or businesses) is subject to regular 
cyberattacks.  

2. Significant portions of the nation’s critical infrastructure are owned 
and managed by the private sector.  

 

CISA Cybersecurity 101 Videos 

 

 

Texts: 

Bullock, Haddow, and Coppola, 
Chapter 8, Cybersecurity and Critical 
Infrastructure Protection 

 

Student Resources: 

Websites: 

Cybersecurity and Infrastructure 
Security Agency  

 

Real-Time Kaspersky Cyber Threat 
Map 

 

DHS Website: Cybersecurity [Series 
of Articles]  

 

The White House, 2011 – Fact 
Sheet: Cybersecurity Legislative 
Proposal 

 

 

Videos: 

TED Talk - Stuxnet 

 

What does the Colonial Pipeline 
hack tell us about the security of 
U.S. infrastructure? 

 

CISA Cybersecurity 101 Videos 

 

Texts:  

Bullock, Haddow, and Coppola, 
Chapter 8, Cybersecurity and Critical 
Infrastructure Protection 

https://www.youtube.com/playlist?list=PL-BF3N9rHBLKXh9oU-sC1L5a_YOYAIaqA
https://www.cisa.gov/
https://www.cisa.gov/
https://cybermap.kaspersky.com/
https://cybermap.kaspersky.com/
http://www.dhs.gov/topic/cybersecurity
http://www.dhs.gov/topic/cybersecurity
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
https://www.youtube.com/watch?v=CS01Hmjv1pQ
https://youtu.be/7gO30Qc5Qk0
https://youtu.be/7gO30Qc5Qk0
https://youtu.be/7gO30Qc5Qk0
https://www.youtube.com/playlist?list=PL-BF3N9rHBLKXh9oU-sC1L5a_YOYAIaqA


 

 

3. The private sector looks to the government to help them make 
crucial security investment decisions.  

4. The private sector continually looks for better data, analysis, and 
assessments from DHS to use in the security decision making 
process.  

5. Private sector owners and corporations have economic interest to 
ensure continuity of operations.  

6. Private sector investment in security reflects risk-versus-
consequence trade-offs based on two factors: 

A. What is known about the risk environment? 

B. What is economically justifiable and sustainable in a competitive 
marketplace or within resource constraints? 

YouTube Video: TED Talk: Ralph Langner: Cracking Stuxnet, a 21st-century 
cyber weapon 

When first discovered in 2010, the Stuxnet computer worm posed a baffling 
puzzle. Beyond its unusually high level of sophistication loomed a more 
troubling mystery: its purpose. Ralph Langner and team helped crack the code 
that revealed this digital warhead's final target -- and its covert origins. In a 
fascinating look inside cyber-forensics, he explains how. 

 

 

Explanation 

CISA left in the dark during Colonial Pipeline's initial response 

What does the Colonial Pipeline hack tell us about the security of U.S. 
infrastructure? 

Using the information presented in the slides and these videos, prepare an 
outline of the importance of the public/private partnerships in protecting 
critical infrastructure.  

Prepare a 30-second and 60-second public service announcement for a 
YouTube and Snapchat ad campaign. 

Elaboration 

CISA Cybersecurity 101:  

View social media course and phishing course. In teams, create a list of 
examples of each type of cyber threat facing students. 

Formative Assessment:  

The elaboration activities 

Summative Assessment: 

As required by the curriculum and school system 

 

https://www.youtube.com/watch?v=CS01Hmjv1pQ
https://www.youtube.com/watch?v=CS01Hmjv1pQ
https://www.cybersecuritydive.com/news/colonial-pipeline-ransomware-cisa-senate-hearing/600029/
https://youtu.be/7gO30Qc5Qk0
https://youtu.be/7gO30Qc5Qk0

