
 

 

UNIT 2: Policing Nontraditional Crime 

LESSON 2: Cybercrime 

Lesson Topics 

1. Identify the types of cybercrime. 

2. Assess local law enforcement 
resources to address cybercrime. 

Learning Objectives:  

The student will: 

• Explain the underlying theory and historical development of laws and 
the criminal justice system in the United States. 

Engage  

Access prior knowledge 

• What do you know? How did you learn it? 

Pique their interest  

• What do you see, think, wonder when you see this image, watch this 
video, or hear this story? 

Resources 

Exploration 

1. Identify the types of cybercrime: Cybercrime, or computer crime, is the 
use of a computer as an instrument to further illegal ends, such as 
committing fraud, trafficking in child pornography and intellectual 
property, stealing identities, or violating privacy. See below links for 
additional information. 

https://www.kaspersky.com/resource-center/threats/what-is-cybercrime 

https://www.montgomerycountymd.gov/cjcc/resources/files/computer_crime
_study.pdf 

2. Assess local law enforcement resources to address cybercrime: 

As per the link below, in 2019, Frederick County established a Cybercrime Task 
Force.  

https://statesattorney.us/frederick-co-cyber-crime-task-force-sees-major-
achievements-fights-to-protect-children-from-online-predators-during-covid-
19/ 

The Maryland State Police also established a Cybercrime task force as well. 

https://mdsp.maryland.gov/Organization/Pages/CriminalInvestigationBureau/
CriminalEnforcementDivision/Internet-Crimes-Against-Children-Task-
Force.aspx 

http://www.mcac.maryland.gov/resources/ 

https://cybersecurityventures.com/directory-of-u-s-state-and-local-
cybercrime-law-enforcement/ 

Because cybercrime does not recognize state or national borders, the FBI is the 
lead agency for the investigation of cybercrime in the United States. The FBI 
also works closely with its state and local law enforcement partners as well as 
its partners around the world including the International Criminal Police 
Organization (INTERPOL). 

Teacher Resources: 

• Video and player 

• Internet enabled devices 

• Agency information organizer  

 

Textbook:  

Cox, S. M., Massey, D., Koski, C. M., 
& Fitch, B. D. (2019). Introduction to 
policing (4th ed.). Thousand Oaks, 
CA: Sage Publications. (Additional 
materials available at 
https://us.sagepub.com/en-
us/nam/introduction-to-
policing/book259212) 

 

Alternative Resource Text (Open 
Access): Utah State Board of 
Education. (2016). Law enforcement 
and criminal justice student manual. 

https://www.uen.org/lawenfstuden
t/  

 

Alternative Resource Text (Open 
Access): McCartney, S., & Parent, R. 
(2015). Ethics in law enforcement. 
Victoria, BC: BCcampus. 
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https://cybersecurityventures.com/directory-of-u-s-federal-cybercrime-law-
enforcement/ 

http://opentextbc.ca/ethicsinlawenf
orcement/ 

 

Alternative Resource Text (Open 
Access): Gehl, R., & Plecas, D. 
(2017). Introduction to criminal 
investigation: Processes, practices 
and thinking. New Westminster, BC: 
Justice Institute of British Columbia. 

https://pressbooks.bccampus.ca/cri
minalinvestigation/ 

 

Key Points for Teaching:  

Teacher Resources: 

 

Review Cox et al. (2019), Chapter 14 
(sections on organized crime and 
gangs) 

 

FBI: Transnational Organized Crime 

https://www.fbi.gov/investigate/org
anized-crime 

 

FBI: Glossary of terms 

https://www.fbi.gov/investigate/org
anized-crime#Glossary-of%20Terms 

 

Crime Museum: Origins of 
Organized Crime 

https://www.crimemuseum.org/cri
me-library/organized-crime/origins-
of-organized-crime/ 

 

United National – Organized Crime – 
Module 

https://www.unodc.org/e4j/tertiary
/organized-crime.html 

Explanation 

Exercise: Students shall view the video at the links below and discuss the 
challenges of prosecuting a cybercrime. 

https://www.youtube.com/watch?v=bIIrm_ke9vU 

View the video below to learn why and how law enforcement is taking steps to 
improve their cybercrime fighting capability? 

https://www.youtube.com/watch?v=rZs9OLRrdBY 

Elaboration  

N/A 

Formative Assessment:  

The explanation activities 

Summative Assessment: 

As required by the curriculum and school system 
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