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Program Overview 

Career and Technical Education 
The Homeland Security and Emergency Preparedness (HSEP) curriculum is one of the Career and 
Technical Education (CTE) career clusters offered through the Maryland public high schools. CTE 
programs are designed to help students develop the skills necessary for successful employment and 
acquire other attributes that will enhance their overall career and occupational performance. Students 
enrolled in CTE programs participate in a variety of academic and CTE courses designed to prepare them 
for the career and educational opportunities of tomorrow. CTE is concerned with the development of 
the individual in five areas: personal skills and attitudes; communication and computational skills; skills 
of employability; occupational skills and knowledge; and career planning and lifelong learning.  
 
CTE programs are broken down into pathways. The career clusters that are part of the Maryland CTE 
program vary from county to county. Not all counties offer all career clusters or programs. 
 
Homeland Security and Emergency Preparedness Program 
Within the CTE programs, the HSEP program is part of the human resource services career cluster. The 
HSEP program prepares students for industry certification and/or college credit in one of three areas: 
Homeland Security Sciences, Criminal Justice/Law Enforcement, and Information/Communications 
Technology. 
 
The HSEP program is responsive to public concerns over crime, security, the terrorist threat, dangerous 
weather events, and emergency response. Occupational trends indicate that employment activity in 
these areas will continue to be robust well into the next 10 years. 
 
Homeland Security Sciences Pathway 
Within the HSEP program, the Homeland Security Sciences pathway provides students with a broad 
background covering the organization, roles, procedures, and tools of federal, state, and local 
government and communities in the fight against terrorism and emergency response generally. Focus is 
placed on understanding and appreciating intelligence and counterterrorism, cybersecurity, border and 
transportation security, risk and crisis communications, and chemical and biological threats, as well as 
defense and response mechanisms. This pathway also educates the students about risk management 
and the application of science and technology to the field of homeland security. The HSEP program 
culminates with a research project and internship experience. 
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Homeland Security Sciences Course 1 

Course Overview 
The Homeland Security Sciences Course 1 serves as a broad, current, and multidisciplinary approach to 
the contemporary challenges homeland security officials face in their attempt to secure America. This 
course builds upon the knowledge gained in the Foundations of Homeland Security and Emergency 
Preparedness course. The most critical threats confronting homeland security will be examined. 

Units and Learning Objectives 
Unit Terminal Learning Objectives by Unit 

 
Unit 1:  
Intelligence and 
Counterterrorism 

Upon completion of this unit, the student will be able to identify and 
discuss the role that the intelligence community plays in 
contemporary national security. The unit will examine critical 
contemporary threats to national security and compare them to 
threats the country faced in the past. 
 

Unit 2:  
Science and 
Technology in 
Homeland Security 

Upon completion of this unit, the student will be able to identify the 
federal strategy and innovative steps to enhance national protection 
and reduce America’s vulnerability to terrorist attacks. The unit 
explores emerging activities designed to defend against catastrophic 
threats and priority science and technology (S&T) initiatives. 
 

Unit 3:  
Homeland Security 
Risk 
Communications 

Upon completion of this unit, the student will be able to identify 
homeland security communications and the main elements in the risk 
and crisis communications. The unit also examines the proven 
messaging strategies for public awareness and alerting. 
 

Unit 4:  
Chemical, 
Biological, 
Radiological, 
Nuclear, and 
Explosives 

Upon completion of this unit, the student will be able to identify 
common elements chemical, biological, radiological, nuclear, and 
explosives/weapons of mass destruction (CBRNE/WMD) incidents, 
exposure routes, indicators of potential hazardous materials, bomb 
threat procedures, suspicious package indicators, response 
procedures, and common materials used to make booby traps. 
 

Unit 5:  
Border, 
Immigration, and 
Transportation 
Safety and Security 

Upon completion of this unit, the student will be able to identify 
contemporary border and transportation security challenges America 
faces, as well as different methods employed by government to 
address these challenges. The course explores topics associated with 
border security and security for transportation infrastructures, to 
include seaports, airports, train stations, highways, bridges, rail lines, 
pipelines, and buses. 
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Duration 
Under the Code of Maryland Regulations, the number of classroom contact hours per high school credit 
is locally defined. This is a one-credit high school course, and the number of hours of contact time 
available to teach it may vary from county to county. In addition, the course may be taught over one 
semester or spread out over an entire school year. For these reasons, this Course Guide does not include 
contact time or specific pacing for lessons and units. It is left to local discretion to determine the pacing 
and duration of these materials; however, all identified topics are considered relevant and important to 
the curriculum. For this reason, teachers are encouraged to include all lessons and topics, but to modify 
their presentation and treatment to available classroom time as determined at the local level. 

Prerequisites 
Maryland CTE career clusters are designed to bridge students along into college programs and career 
fields of interest. Although students will usually be entering the HSEP program in 9th or 10th grade, 
reading assignments may sometimes be presented at higher reading levels. There are no specific 
prerequisites for entry into the HSEP program; however, students should expect challenging academic 
work. Since security clearances and background checks are frequently required for entry into careers in 
the homeland security and emergency management fields, students should be encouraged to make 
responsible lifestyle choices to help prepare them for internship and employment opportunities. 

Course Resources 
Textbook:  
The following textbook is recommended for this course: 

Bullock, J., Haddow, G., & Coppola, D. (2018). Homeland security: The essentials (2nd ed.). Butterworth-
Heinemann. 

The following textbook was used to design this course: 

Haddow, G., Bullock, J., & Coppola, D. (2014). Introduction to emergency management (5th ed.). 
Butterworth-Heinemann. 

Additional Resources: 
Although the textbooks listed above are substantial and bring enormous value to learning, the financial 
impact can be significant as well. If cost is prohibitive, the books can serve as a foundation for teacher 
resources because of the broad range of open source resources that can be used to supplement 
instruction. These resources include government publications, videos, presentations, learning activities, 
and many Internet-based resources. In the unit-by-unit section of this Course Guide, additional 
resources are listed that may be purposed as supplementary instructional aids. 

Assessments 
Each unit presentation concludes with general suggestions about assessment methods and techniques; 
however, because the duration and flow of the content will vary from county to county, specific 
assessment instruments are not included. Teachers should develop their own assessment materials in 
keeping with the learning objectives and the amount and nature of the content covered in any testing 
period. 



8 
 

Unit 1: Intelligence and Counterterrorism  

This unit introduces students to the origins, evolution, structure, leadership, missions, and operational methods of the intelligence community 
within America. Students will also examine the U.S. government’s approach to countering terrorism following the attacks of September 11, 
2001. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
What is Intelligence? 

• Origins  
• The intelligence process 
• Diplomacy and intelligence 
• Intelligence uses 

Develop historical and 
contemporary perspectives 
of the concept of 
intelligence/national 
security and the different 
organizations tasked with 
protecting the United 
States. 

Bullock et al. Homeland Security, The 
Essentials. Ch 5, pp. 121-143 
 
Bacevich, A. (2008). The Long War, A New 
History of U.S. National Security Policy Since 
World War II 
http://www.uctv.tv/search-
details.aspx?showID=14212 
 
Carnesale, A. (2003). National Security – 
Evolution or Revolution? 
http://www.uctv.tv/search-
details.aspx?showID=7446 
 
Carter, A. (2008). Project on National 
Security Reform - Preliminary Findings 
https://www.belfercenter.org/sites/default/
files/files/publication/PNSR%20Preliminary
%20Findings.pdf 
 
 

Index Card 
Summaries/Questions – 
Distribute index cards and 
ask students to write on 
both sides, with these 
instructions: On Side 1 of 
the card, ask students to 
list an intelligence-related 
concept that they now 
understand and word it as 
a summary statement. On 
Side 2 of the card, ask 
students to identify 
something about the 
lesson that they do not yet 
fully understand and word 
it as a statement or 
question. 
 
 
 

http://www.uctv.tv/search-details.aspx?showID=14212
http://www.uctv.tv/search-details.aspx?showID=14212
http://www.uctv.tv/search-details.aspx?showID=7446
http://www.uctv.tv/search-details.aspx?showID=7446
https://www.belfercenter.org/sites/default/files/files/publication/PNSR%20Preliminary%20Findings.pdf
https://www.belfercenter.org/sites/default/files/files/publication/PNSR%20Preliminary%20Findings.pdf
https://www.belfercenter.org/sites/default/files/files/publication/PNSR%20Preliminary%20Findings.pdf


9 
 

Commission on the Roles and Capabilities of 
the United States Intelligence Community, 
Preparing for the 21st Century: An Appraisal 
of U.S. Intelligence. (1996) 
http://www.gpo.gov/fdsys/pkg/GPO-
INTELLIGENCE/content-detail.html  
 
Farrell, H., & Newman, A. (2013). Senseless 
Spying: The National Security Agency's Self-
Defeating Espionage Against the EU 
http://www.foreignaffairs.com/articles/139
567/henry-farrell-and-abraham-
newman/senseless-spying  
 
Fidler, D. (2013). Economic Cyber Espionage 
and International Law: Controversies 
Involving Government Acquisition of Trade 
Secrets through Cyber Technologies. 
American Society of International Law, Vol. 
17, Iss. 10 
http://www.asil.org/insights/volume/17/iss
ue/10/economic-cyber-espionage-and-
international-law-controversies-involving  
 
Maryland Coordination and Analysis Center. 
(2014) 
http://www.mcac.maryland.gov/  
 
State Department. (2014). Country Reports 
on Terrorism 2013 
http://www.state.gov/j/ct/rls/crt/2013/ 
 
 

Student Discussion 
Question: In your view, 
what is the greatest risk to 
homeland security that 
the U.S. faces today? 
Why? What are the 
components of that risk, 
and what are their relative 
weights that contribute to 
your overall assessment or 
conclusion? 
 
Student Discussion 
Question: To what areas 
of homeland security does 
or should intelligence 
make the most significant 
contributions to planning, 
operations, and 
preparedness? Do they 
now? What are the gaps 
and challenges? Can they 
be effectively addressed? 
 
An additional assessment 
strategy can be the use of 
a short quiz to assess 
students for factual 
information, concepts, and 
discrete skill. 
 

http://www.gpo.gov/fdsys/pkg/GPO-INTELLIGENCE/content-detail.html
http://www.gpo.gov/fdsys/pkg/GPO-INTELLIGENCE/content-detail.html
http://www.foreignaffairs.com/articles/139567/henry-farrell-and-abraham-newman/senseless-spying
http://www.foreignaffairs.com/articles/139567/henry-farrell-and-abraham-newman/senseless-spying
http://www.foreignaffairs.com/articles/139567/henry-farrell-and-abraham-newman/senseless-spying
http://www.asil.org/insights/volume/17/issue/10/economic-cyber-espionage-and-international-law-controversies-involving
http://www.asil.org/insights/volume/17/issue/10/economic-cyber-espionage-and-international-law-controversies-involving
http://www.asil.org/insights/volume/17/issue/10/economic-cyber-espionage-and-international-law-controversies-involving
http://www.mcac.maryland.gov/
http://www.state.gov/j/ct/rls/crt/2013/
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Warner, M. (2002). Wanted: A Definition of 
"Intelligence" 
https://apps.dtic.mil/dtic/tr/fulltext/u2/a52
5816.pdf  

The Intelligence Community 
• Office of the Director of 

National Intelligence (ODNI) 
• Central Intelligence Agency 

(CIA) 
• Defense Intelligence Agency 

(DIA) 
• Federal Bureau of 

Investigation (FBI) 
• National Security Agency 

(NSA) 
• State Department, Office of 

the Coordinator for 
Counterterrorism 

Identify the different 
components of the 
intelligence community, 
their evolution, and their 
legal restraints. 

Bullock et al. Homeland Security, The 
Essentials. Ch 5, pp. 121-143 
 
Central Intelligence Agency (2021) 
https://www.cia.gov/index.html 
 
Office of the Director of National 
Intelligence (2021) 
http://www.dni.gov/index.php 
 
Defense Intelligence Agency. (2021) 
http://www.dia.mil/ 
 
Federal Bureau of Investigation. (2021) 
http://www.fbi.gov/ 
 
King, K. (2010). Congress and National 
Security. Council on Foreign Relations Press. 
(58) 
https://www.cfr.org/sites/default/files/pdf/
2010/11/Congress_CSR58.pdf 
 
National Security Agency. (2021) 
http://www.nsa.gov/ 
 
 
 
 
 

One-Minute Essay – A 
one-minute essay 
question (or one-minute 
question) is a focused 
question with a specific 
goal that can, in fact, be 
answered within a minute 
or two. Recommended 
approaches can be to list 
as many of the different 
components of the 
intelligence community as 
they can. 

Student Discussion 
Question: Has the United 
States government been 
successful in reducing risks 
associated with our most 
dangerous adversaries, 
the threats (tools, 
techniques, and methods 
that could be used), 
strategic and tactical 
vulnerabilities, and the 
potential impacts of those 
calculi? Why or why not 
(use example)? Are the 
claims of success or 
progress by the 

https://apps.dtic.mil/dtic/tr/fulltext/u2/a525816.pdf
https://apps.dtic.mil/dtic/tr/fulltext/u2/a525816.pdf
https://www.cia.gov/index.html
http://www.dni.gov/index.php
http://www.dia.mil/
http://www.fbi.gov/
https://www.cfr.org/sites/default/files/pdf/2010/11/Congress_CSR58.pdf
https://www.cfr.org/sites/default/files/pdf/2010/11/Congress_CSR58.pdf
http://www.nsa.gov/
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State Department. (n.d.). Bureau of 
Counterterrorism 
https://www.state.gov/bureaus-
offices/under-secretary-for-civilian-security-
democracy-and-human-rights/bureau-of-
counterterrorism/  
 
University of California Television. (2008). 
Zinni on National Security Policy. [Video File] 
https://www.youtube.com/watch?v=lcrLJK
MEbxs  
 
InfraGard 
https://www.infragard.org/Application/Acco
unt/Login 
 
Federal Bureau of Investigation; Joint 
Terrorism Taskforce 
www.fbi.gov 
 

government accurate or 
not (use example)? In your 
example, how could 
success be achieved in a 
better designed and 
executed systems 
approach? 
 
Student Discussion 
Question: Which 
intelligence agencies have 
or should have the most 
significant roles and 
responsibilities for 
homeland security? 
 
An additional assessment 
strategy can be the use of 
a short quiz to assess 
students for factual 
information, concepts, and 
discrete skill. 

Threats to National Security 
• Cyber attacks and cyber 

espionage 
• Counterintelligence 
• Terrorism 
• WMD proliferation 
• Counterspace  

Identify and evaluate 
several critical 
contemporary threats to 
national security and 
compare them to threats 
the country faced in the 
past. 
 

Allison, G. (2000). America's National 
Interests: A Report from The Commission on 
America's National Interests 
https://www.belfercenter.org/sites/default/
files/files/publication/amernatinter.pdf 
 
Bullock et al. Homeland Security, The 
Essentials. Ch 8, pp. 189-224 
 
 

Index Card 
Summaries/Questions – 
Distribute index cards and 
ask students to write on 
both sides, with these 
instructions: (Side 1) 
Based on our study of the 
Threats to National 
Security, list a lesson 
concept that you now 
understand and word it as 
a summary statement; 

https://www.state.gov/bureaus-offices/under-secretary-for-civilian-security-democracy-and-human-rights/bureau-of-counterterrorism/
https://www.state.gov/bureaus-offices/under-secretary-for-civilian-security-democracy-and-human-rights/bureau-of-counterterrorism/
https://www.state.gov/bureaus-offices/under-secretary-for-civilian-security-democracy-and-human-rights/bureau-of-counterterrorism/
https://www.state.gov/bureaus-offices/under-secretary-for-civilian-security-democracy-and-human-rights/bureau-of-counterterrorism/
https://www.youtube.com/watch?v=lcrLJKMEbxs
https://www.youtube.com/watch?v=lcrLJKMEbxs
https://www.infragard.org/Application/Account/Login
https://www.infragard.org/Application/Account/Login
http://www.fbi.gov/
https://www.belfercenter.org/sites/default/files/files/publication/amernatinter.pdf
https://www.belfercenter.org/sites/default/files/files/publication/amernatinter.pdf
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Bartholomees, J. (2006). U.S. Army War 
College Guide to National Security Policy and 
Strategy, 2nd edition 
https://www.comw.org/qdr/fulltext/0606ba
rtholomees.pdf 
 
DHS. (2003). National Strategy to Secure 
Cyberspace 
http://www.dhs.gov/national-strategy-
secure-cyberspace  
 
DHS. (2003). National Strategy for Physical 
Protection of Critical Infrastructure and Key 
Assets 
https://www.dhs.gov/xlibrary/assets/Physic
al_Strategy.pdf 
 
Mackinlay, J., and Al-Baddawy, A. (2008). 
Rethinking Counterinsurgency. RAND 
Counterinsurgency Study, Vol. 5 
http://www.rand.org/pubs/monographs/M
G595z5.html 
 
FBI. (2018). Counter Proliferation Center 
https://www.fbi.gov/about/leadership-and-
structure/national-security-branch/fbi-
counterproliferation-center 
 
The White House. (2011). National Strategy 
for Combating Terrorism 
https://obamawhitehouse.archives.gov/blog
/2011/06/29/national-strategy-
counterterrorism 

(Side 2) Identify something 
about Threats to National 
Security that you do not 
yet fully understand and 
word it as a statement or 
question.  
 
Student Discussion 
Question: What is or 
should be the relationship 
between national 
intelligence and domestic 
intelligence for robust 
homeland security? Is 
intelligence shared by and 
with all the levels that 
need it to properly 
prepare and execute their 
homeland security, public 
safety, and public security 
mission? What are the 
issues that prevent or 
impede information 
sharing between various 
levels and components? 
What mechanisms have 
been emplaced to 
facilitate information and 
intelligence sharing? 
 
Student Discussion 
Question: Is it likely that 
the U.S. will be surprised 
by a major terrorist attack 

https://www.comw.org/qdr/fulltext/0606bartholomees.pdf
https://www.comw.org/qdr/fulltext/0606bartholomees.pdf
http://www.dhs.gov/national-strategy-secure-cyberspace
http://www.dhs.gov/national-strategy-secure-cyberspace
https://www.dhs.gov/xlibrary/assets/Physical_Strategy.pdf
https://www.dhs.gov/xlibrary/assets/Physical_Strategy.pdf
http://www.rand.org/pubs/monographs/MG595z5.html
http://www.rand.org/pubs/monographs/MG595z5.html
https://www.fbi.gov/about/leadership-and-structure/national-security-branch/fbi-counterproliferation-center
https://www.fbi.gov/about/leadership-and-structure/national-security-branch/fbi-counterproliferation-center
https://www.fbi.gov/about/leadership-and-structure/national-security-branch/fbi-counterproliferation-center
https://obamawhitehouse.archives.gov/blog/2011/06/29/national-strategy-counterterrorism
https://obamawhitehouse.archives.gov/blog/2011/06/29/national-strategy-counterterrorism
https://obamawhitehouse.archives.gov/blog/2011/06/29/national-strategy-counterterrorism
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or campaign within the 
next 5-10 years that will 
be successful due to 
failures in intelligence, 
planning, preparedness, or 
response? Support and 
defend your position. If 
you believe that we will 
be, how in your view is it 
likely that this attack or 
campaign will be 
manifested and what will 
be the adversaries’ 
objectives? Is it possible to 
adequately prepare for, 
thwart, or defend against 
such? 
 
An additional assessment 
strategy can be the use of 
a short quiz to assess 
students for factual 
information, concepts, and 
discrete skill. 
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The Role of the President and the 
Executive Branch in National 
Security 

• Powers 
• Presidential Directives 
• Homeland security strategy 

This unit examines how 
Congress and the courts 
support the president in 
areas concerning defense, 
foreign policy, and national 
security. Students will learn 
how the president’s exercise 
of power in matters related 
to U.S. national security has 
evolved greatly since the 
time of our founding 
fathers. 

Ackerman, B. (2004). The Emergency 
Constitution. The Yale Law Journal, Vol 113, 
p. 1029 
http://www.yalelawjournal.org/essay/the-
emergency-constitution 
 
Bullock et al. Homeland Security, The 
Essentials. Ch 1, pp. 1-17; Ch 2, pp. 19-43 
 
Bartholomees, J. (2006). U.S. Army War 
College Guide to National Security Policy and 
Strategy, 2nd edition 
https://www.comw.org/qdr/fulltext/0606ba
rtholomees.pdf 
 
Mayer, K. (2001). With the Stroke of a Pen: 
Executive Orders and Presidential Power 
Review by: Granato, J. (2001). Political 
Science Quarterly, 116(4), 646-648 
https://www.jstor.org/stable/798230?seq=1 
 
O’Hanlon, M. (2010). Defense Budgets and 
American Power. Brookings Institution, No 
24 
http://www.brookings.edu/research/papers
/2010/12/defense-budget-ohanlon  
 
PBS Newshour. (2010). U.S. Intelligence 
Oversight: Is Congress the Problem? 
https://www.youtube.com/watch?v=vTAME
cgUHBg 
 
 

Misconception Check – 
Present students with 
common or predictable 
misconceptions about the 
president’s role in the area 
of national security. Ask 
them whether they agree 
or disagree and to explain 
why.  
 
Student Discussion 
Question: Is the Executive 
Branch “organized for 
success” to properly 
execute the homeland 
security mission? Is it 
pursuing such properly 
and effectively? 
 
Student Discussion 
Question: Is greater access 
to unprotected 
information by U.S. 
intelligence agencies 
necessary to protect 
against perceived or actual 
threats to homeland 
security? What is the right 
balance between 
government access and 
privacy? What system 
should be in place to 
ensure that balance is 

http://www.yalelawjournal.org/essay/the-emergency-constitution
http://www.yalelawjournal.org/essay/the-emergency-constitution
https://www.comw.org/qdr/fulltext/0606bartholomees.pdf
https://www.comw.org/qdr/fulltext/0606bartholomees.pdf
https://www.jstor.org/stable/798230?seq=1
http://www.brookings.edu/research/papers/2010/12/defense-budget-ohanlon
http://www.brookings.edu/research/papers/2010/12/defense-budget-ohanlon
https://www.youtube.com/watch?v=vTAMEcgUHBg
https://www.youtube.com/watch?v=vTAMEcgUHBg
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The Federalist Society. (2011). Resolved: 
That the President’s War Powers Are 
(Nearly) Absolute 
https://www.youtube.com/watch?v=KShSYi
n3UBc  
 
Presidential Homeland Security Directives  
https://www.dhs.gov/presidential-directives 
 
 

kept, protected, and 
respected? 
 
Student Discussion 
Question: Several key laws 
have been enacted or 
revisited since 2001 to 
supposedly strengthen the 
government’s ability to 
protect and secure the 
homeland, such as the 
USA PATRIOT Act and the 
FISA. Are laws and 
amendments such as 
these useful or necessary? 
Do they actually make us 
“more secure”? 
 
An additional assessment 
strategy can be the use of 
a short quiz to assess 
students for factual 
information, concepts, and 
discrete skill. The 
misconception check can 
also be presented in the 
form of a multiple-choice 
or true-false quiz. 

The Role of Congress in U.S. 
National Security 

• Powers 
• Committees 
• Oversight 

 

This unit examines how 
Congress and the courts 
support the president in 
areas concerning defense, 
foreign policy, and national 
security. Students will learn 

Coyle, J. (2009). US National Security 
Permanent Values and Interests. [Podcast] 
https://itunes.apple.com/itunes-u/faculty-
lecture-series-2008/id432642136?mt=10  
 

Debriefing – Debriefing is 
a common occurrence in 
homeland security and 
emergency response. As 
such, this formative 
assessment technique 

https://www.youtube.com/watch?v=KShSYin3UBc
https://www.youtube.com/watch?v=KShSYin3UBc
https://www.dhs.gov/presidential-directives
https://itunes.apple.com/itunes-u/faculty-lecture-series-2008/id432642136?mt=10
https://itunes.apple.com/itunes-u/faculty-lecture-series-2008/id432642136?mt=10
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how the president’s exercise 
of power in matters related 
to U.S. national security has 
evolved greatly since the 
time of our founding 
fathers. 

Kaiser, F. (2010). Congressional Oversight of 
Intelligence: Current Structure and 
Alternatives. Congressional Research Service  
http://www.dtic.mil/cgi-
bin/GetTRDoc?Location=U2&doc=GetTRDoc
.pdf&AD=ADA529760  
 
Bryant, A. C. (2007). Presidential Signing 
Statements and Congressional Oversight 
Faculty Articles and Other Publications 
https://scholarship.law.uc.edu/cgi/viewcont
ent.cgi?article=1060&context=fac_pubs  
 
King, K. (2010). Congress and National 
Security. Council on Foreign Relations Press  
https://www.cfr.org/sites/default/files/pdf/
2010/11/Congress_CSR58.pdf 
 
Van Wagenen, J. (n.d.). A Review of 
Congressional Oversight. Central Intelligence 
Agency  
https://apps.dtic.mil/sti/pdfs/ADA524502.p
df 
 

could be included in 
instruction as a form of 
reflection immediately 
following the Role of 
Congress in U.S. National 
Security lesson. 
 
Student Discussion 
Question: Does Congress’ 
committee oversight 
structure for homeland 
security enable or impede 
success in homeland 
security, or is it about 
right? Do congressionally 
directed appropriations 
(aka “pork”) further or 
impede the national goals 
and objectives in 
homeland security?  
 
Student Discussion 
Question: If you had the 
ability and authority to 
reorganize and restructure 
the federal government so 
that it maximized 
effectiveness and success 
at all levels (federal, state, 
and local) for the 
homeland security 
mission, what would be 
your first 3-5 actions in 
order to make the most 

http://www.dtic.mil/cgi-bin/GetTRDoc?Location=U2&doc=GetTRDoc.pdf&AD=ADA529760
http://www.dtic.mil/cgi-bin/GetTRDoc?Location=U2&doc=GetTRDoc.pdf&AD=ADA529760
http://www.dtic.mil/cgi-bin/GetTRDoc?Location=U2&doc=GetTRDoc.pdf&AD=ADA529760
https://scholarship.law.uc.edu/cgi/viewcontent.cgi?article=1060&context=fac_pubs
https://scholarship.law.uc.edu/cgi/viewcontent.cgi?article=1060&context=fac_pubs
https://www.cfr.org/sites/default/files/pdf/2010/11/Congress_CSR58.pdf
https://www.cfr.org/sites/default/files/pdf/2010/11/Congress_CSR58.pdf
https://apps.dtic.mil/sti/pdfs/ADA524502.pdf
https://apps.dtic.mil/sti/pdfs/ADA524502.pdf
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progress for the overall 
system you envision? 
 
Student Discussion 
Question: In our style of a 
free society, what is the 
proper legal balance for 
advancing homeland 
security and public safety 
while preserving and 
protecting our way of life 
(e.g., civil liberties)? 
An additional assessment 
strategy can be the use of 
a short quiz to assess 
students for factual 
information, concepts, and 
discrete skill. 

 

Assessment Considerations 
Student learning outcomes will be assessed through a combination of formative and or summative assignments and active participation in the 
discussions established through unit questions each week. Instructors may develop additional assessment strategies as needed. 

Essential Vocabulary 
Intelligence; Intelligence Community; Cyber Attacks and Cyber Espionage; Counterintelligence; Counterspace 

 

 

 

 



18 
 

Unit 2: Science and Technology in Homeland Security 

This unit examines the intersection of homeland security and science and technology in the defense of the homeland. The unit will introduce 
students to homeland security research and development efforts within the Department of Homeland Security to combat terrorism. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
An Overview of the Department of 
Homeland Security S&T Directorate 

• History 
• Organization 
• Strategy 

Examine the numerous 
accomplishments of science 
and technology that have 
helped to secure the 
homeland. 

Bullock et al. Homeland Security, The 
Essentials. Ch 1, pp. 1-17; Ch 2, pp. 31-34; Ch 
4, pp. 67-119 
 
Congress.gov. (2010). Homeland Security 
Science and Technology Authorization Act of 
2010 
http://beta.congress.gov/bill/111th-
congress/house-bill/4842 
 
DHS. (2012). Department of Homeland 
Security Strategic Plan Fiscal Years 2012-
2016 
http://www.dhs.gov/xlibrary/assets/dhs-
strategic-plan-fy-2012-2016.pdf  
 
DHS. (2002). The Homeland Security Act of 
2002 
http://www.dhs.gov/xlibrary/assets/hr_500
5_enr.pdf 
 
DHS. (2021). Science and Technology 
Directorate Organizational Chart 
https://www.dhs.gov/publication/st-
organizational-chart 

Student Discussion 
Question: What will be the 
greatest threats and risks 
to U.S. homeland security 
10 years from now? 
 
 

http://beta.congress.gov/bill/111th-congress/house-bill/4842
http://beta.congress.gov/bill/111th-congress/house-bill/4842
http://www.dhs.gov/xlibrary/assets/dhs-strategic-plan-fy-2012-2016.pdf
http://www.dhs.gov/xlibrary/assets/dhs-strategic-plan-fy-2012-2016.pdf
http://www.dhs.gov/xlibrary/assets/hr_5005_enr.pdf
http://www.dhs.gov/xlibrary/assets/hr_5005_enr.pdf
https://www.dhs.gov/publication/st-organizational-chart
https://www.dhs.gov/publication/st-organizational-chart
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DHS. (2021). Science and Technology 
Directorate Activities and Programs 
https://www.dhs.gov/science-and-
technology 

S&T Laboratories and Research 
• National Biodefense Analysis 

and Countermeasures Center 
(NBACC)  

• Plum Island Animal Disease 
Center (PIADC)  

• National Bio and Agro 
Defense Facility (NBAF)  

• Chemical Security Analysis 
Center (CSAC) 

• Transportation Security 
Laboratory 

• National Urban Security 
Technology Laboratory 
(NUSTL) 

• Lab and Research Activities 

Identify the various federal 
laboratories that collaborate 
to improve homeland 
security. 

Bullock et al. Homeland Security, The 
Essentials. Ch 12, pp. 363-386 
 
DHS. (2021). Office of National Laboratories 
https://www.dhs.gov/science-and-
technology/office-national-laboratories 
 
DHS. (2021). Chemical Security Analysis 
Center (CSAC) 
https://www.dhs.gov/st-csac 
 
DHS. (2021). National Biodefense Analysis 
and Countermeasures Center (NBACC) 
https://www.dhs.gov/science-and-
technology/national-biodefense-analysis-
and-countermeasures-center 
 
DHS. (2021). National Bio and Agro Defense 
Facility (NBAF) 
https://www.dhs.gov/science-and-
technology/national-bio-and-agro-defense-
facility 
 
DHS. (2021). National Urban Security 
Technology Laboratory (NUSTL) 
http://www.dhs.gov/st-nustl 
 
 
 

Student Discussion 
Question: How and by 
whom should the 
Department of Homeland 
Security be held 
accountable regarding 
setting and accomplishing 
its priorities, 
requirements, goals, and 
objectives? Does a 
“system” exist to ensure 
overall success? What 
about other agencies with 
key missions that support 
homeland security? Who 
and how should the 
overseers be held 
accountable? 

https://www.dhs.gov/science-and-technology
https://www.dhs.gov/science-and-technology
https://www.dhs.gov/science-and-technology/office-national-laboratories
https://www.dhs.gov/science-and-technology/office-national-laboratories
https://www.dhs.gov/st-csac
https://www.dhs.gov/science-and-technology/national-biodefense-analysis-and-countermeasures-center
https://www.dhs.gov/science-and-technology/national-biodefense-analysis-and-countermeasures-center
https://www.dhs.gov/science-and-technology/national-biodefense-analysis-and-countermeasures-center
https://www.dhs.gov/science-and-technology/national-bio-and-agro-defense-facility
https://www.dhs.gov/science-and-technology/national-bio-and-agro-defense-facility
https://www.dhs.gov/science-and-technology/national-bio-and-agro-defense-facility
http://www.dhs.gov/st-nustl
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DHS. (2021). Plum Island Animal Disease 
Center (PIADC) 
http://www.dhs.gov/about-plum-island-
animal-disease-center  
 
DHS. (2021). Transportation Security 
Laboratory 
https://www.dhs.gov/science-and-
technology/transportation-security-
laboratory 
 
National Research Council. (2002). Making 
the Nation Safer: The Role of Science and 
Technology in Countering Terrorism. The 
National Academies Press, Washington, DC 
415 pp 
http://www.nap.edu/openbook.php?isbn=0
309084814 
 
National Research Council. (2007). Science 
and Security in a Post 9/11 World: A Report 
Based on Regional Discussions Between the 
Science and Security Communities. The 
National Academies Press, Washington, DC 
120 pp 
http://www.nap.edu/openbook.php?record
_id=12013 
 
SANS. (2011). U.S. DHS Science and 
Technology Directorate, Cyber Security 
Division, Cyber Security Research & 
Development Center wins National Cyber 
security Innovation Award for Research 

http://www.dhs.gov/about-plum-island-animal-disease-center
http://www.dhs.gov/about-plum-island-animal-disease-center
https://www.dhs.gov/science-and-technology/transportation-security-laboratory
https://www.dhs.gov/science-and-technology/transportation-security-laboratory
https://www.dhs.gov/science-and-technology/transportation-security-laboratory
http://www.nap.edu/openbook.php?isbn=0309084814
http://www.nap.edu/openbook.php?isbn=0309084814
http://www.nap.edu/openbook.php?record_id=12013
http://www.nap.edu/openbook.php?record_id=12013
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https://www.prnewswire.com/news-
releases/us-dhs-science-and-technology-
directorate-cyber-security-division-cyber-
security-research--development-center-
wins-national-cybersecurity-innovation-
award-for-research-133925533.html 

S&T Programs for Defense Against 
Catastrophic Threats 

• S&T program justification 
• Research and development 
• Detection and prevention 

methods 
• Standards and guidelines 
• Border security: Nuclear and 

radiological detection 
• Project BioSense 
• Project BioWatch 

Understand the advanced 
technologies, systems, and 
services that make our 
nation safer. 

Recommendations to Prevent Catastrophic 
Threats. Federation of American Scientists 
https://fas.org/pir-pubs/fas-symposium-
provides-recommendations-to-next-
administration-on-catastrophic-threats/ 
 
Branscomb, L. M. (2002). Catastrophic 
Terrorism: How Technology Can Reduce 
Terrorism. Presentation. February 13, 2004 
https://www.belfercenter.org/publication/c
atastrophic-terrorism-how-technology-can-
reduce-terrorism 
 
Bunn, M., & Harrell, E. (2014). Threat 
Perceptions and Drivers of Change in 
Nuclear Security Around the World: Results 
of a Survey. Cambridge, Mass.: Report for 
Project on Managing the Atom, Belfer 
Center for Science and International Affairs, 
Harvard Kennedy School 
https://www.belfercenter.org/publication/t
hreat-perceptions-and-drivers-change-
nuclear-security-around-world-results-
survey 
 
 
 

Student Discussion 
Question: From your 
perspective, what are or 
should be the 3-4 highest 
priority science and 
technology or science and 
technology policy-enabled 
initiatives or systems that 
should (must) be in place 
to contribute most 
significantly to U.S. 
homeland security? Which 
allow for the “biggest bang 
for the buck” against what 
you think is the greatest 
threat to homeland 
security? 

https://www.prnewswire.com/news-releases/us-dhs-science-and-technology-directorate-cyber-security-division-cyber-security-research--development-center-wins-national-cybersecurity-innovation-award-for-research-133925533.html
https://www.prnewswire.com/news-releases/us-dhs-science-and-technology-directorate-cyber-security-division-cyber-security-research--development-center-wins-national-cybersecurity-innovation-award-for-research-133925533.html
https://www.prnewswire.com/news-releases/us-dhs-science-and-technology-directorate-cyber-security-division-cyber-security-research--development-center-wins-national-cybersecurity-innovation-award-for-research-133925533.html
https://www.prnewswire.com/news-releases/us-dhs-science-and-technology-directorate-cyber-security-division-cyber-security-research--development-center-wins-national-cybersecurity-innovation-award-for-research-133925533.html
https://www.prnewswire.com/news-releases/us-dhs-science-and-technology-directorate-cyber-security-division-cyber-security-research--development-center-wins-national-cybersecurity-innovation-award-for-research-133925533.html
https://www.prnewswire.com/news-releases/us-dhs-science-and-technology-directorate-cyber-security-division-cyber-security-research--development-center-wins-national-cybersecurity-innovation-award-for-research-133925533.html
https://fas.org/pir-pubs/fas-symposium-provides-recommendations-to-next-administration-on-catastrophic-threats/
https://fas.org/pir-pubs/fas-symposium-provides-recommendations-to-next-administration-on-catastrophic-threats/
https://fas.org/pir-pubs/fas-symposium-provides-recommendations-to-next-administration-on-catastrophic-threats/
https://www.belfercenter.org/publication/catastrophic-terrorism-how-technology-can-reduce-terrorism
https://www.belfercenter.org/publication/catastrophic-terrorism-how-technology-can-reduce-terrorism
https://www.belfercenter.org/publication/catastrophic-terrorism-how-technology-can-reduce-terrorism
https://www.belfercenter.org/publication/threat-perceptions-and-drivers-change-nuclear-security-around-world-results-survey
https://www.belfercenter.org/publication/threat-perceptions-and-drivers-change-nuclear-security-around-world-results-survey
https://www.belfercenter.org/publication/threat-perceptions-and-drivers-change-nuclear-security-around-world-results-survey
https://www.belfercenter.org/publication/threat-perceptions-and-drivers-change-nuclear-security-around-world-results-survey
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Carter, A. B., Deutch, J., & Zelikow, P. (1998). 
Catastrophic Terrorism: Tackling the New 
Danger. Foreign Affairs 77, no. 6 
(November/December 1998): 80-94 
http://www.foreignaffairs.com/articles/546
02/ashton-b-carter-john-deutch-and-philip-
zelikow/catastrophic-terrorism-tackling-the-
new-danger 
 
CDC. (2004). BioSense Program 
https://www.cdc.gov/mmwr/preview/mmw
rhtml/su5301a13.htm  
 
DHS. (2021). Science and Technology 
Directorate, Homeland Security Advanced 
Research Projects Agency 
http://www.dhs.gov/st-hsarpa 
 
Kass-Hout, T. A. (2009). BioSense Program: 
Going Forward. Eighth Annual International 
Society for Disease Surveillance (ISDS) 
Conference 
http://ajpmonline.wordpress.com/2011/11/
15/cdc%E2%80%99s-biosense-2-0-bringing-
together-the-science-and-practice-of-public-
health-surveillance-4/ 
 
NTI. (2012). DHS Official Opposes Next-Gen 
BioWatch Sensors 
http://www.nti.org/gsn/article/dhs-advised-
hold-developing-next-gen-biowatch-
sensors/  
 

http://www.foreignaffairs.com/articles/54602/ashton-b-carter-john-deutch-and-philip-zelikow/catastrophic-terrorism-tackling-the-new-danger
http://www.foreignaffairs.com/articles/54602/ashton-b-carter-john-deutch-and-philip-zelikow/catastrophic-terrorism-tackling-the-new-danger
http://www.foreignaffairs.com/articles/54602/ashton-b-carter-john-deutch-and-philip-zelikow/catastrophic-terrorism-tackling-the-new-danger
http://www.foreignaffairs.com/articles/54602/ashton-b-carter-john-deutch-and-philip-zelikow/catastrophic-terrorism-tackling-the-new-danger
https://www.cdc.gov/mmwr/preview/mmwrhtml/su5301a13.htm
https://www.cdc.gov/mmwr/preview/mmwrhtml/su5301a13.htm
http://www.dhs.gov/st-hsarpa
http://ajpmonline.wordpress.com/2011/11/15/cdc%E2%80%99s-biosense-2-0-bringing-together-the-science-and-practice-of-public-health-surveillance-4/
http://ajpmonline.wordpress.com/2011/11/15/cdc%E2%80%99s-biosense-2-0-bringing-together-the-science-and-practice-of-public-health-surveillance-4/
http://ajpmonline.wordpress.com/2011/11/15/cdc%E2%80%99s-biosense-2-0-bringing-together-the-science-and-practice-of-public-health-surveillance-4/
http://ajpmonline.wordpress.com/2011/11/15/cdc%E2%80%99s-biosense-2-0-bringing-together-the-science-and-practice-of-public-health-surveillance-4/
http://www.nti.org/gsn/article/dhs-advised-hold-developing-next-gen-biowatch-sensors/
http://www.nti.org/gsn/article/dhs-advised-hold-developing-next-gen-biowatch-sensors/
http://www.nti.org/gsn/article/dhs-advised-hold-developing-next-gen-biowatch-sensors/
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S&T Programs to Counter Terrorism 
• Research and development 
• Food Emergency Response 

Network (FERN)  
• National Animal Health 

Laboratory Network 
• National Plant Diagnostic 

Network 
• Electronic Laboratory 

Exchange Network 
• National Veterinary Stockpile 
• SAFECOM 
• Regional Technology 

Integration (RTI) Initiative 
• Biometric Identity 

Management 

Examine counterterrorism 
challenges and the 
initiatives in development or 
already developed to 
address these threats. 

FERN Lab. (2019). Food Emergency 
Response Network (FERN) 
https://www.fernlab.org/  
 
APHL. (2020). National Food Safety Data 
Exchange (NFSDX) 
https://www.aphl.org/programs/food_safet
y/laboratory-
accreditation/Pages/eLEXNET.aspx 
 
McCaul, M. (2013). An Assessment of 
Counterterrorism Policy 
http://csis.org/event/assessment-
counterterrorism-policy  
 
National Academy of Sciences. Science and 
Technology to Counter Terrorism: 
Proceedings of an Indo-U.S. Workshop. 
Washington, DC: The National Academies 
Press, 2007 
http://isssp.in/wp-
content/uploads/2013/04/Science-Tech-
Counter-Terrorism-Indo-US.1-1711.pdf  
 
NPDN. (2021). Welcome to the National 
Plant Diagnostic Network Website 
http://www.npdn.org/ 
 
The National Research Council. (2007). 
Countering the Threat of Improvised 
Explosive Devices: Basic Research 
Opportunities. The National Academies 
Press, Washington, DC, 36 pp. (free 
download available at www.nas.edu)  

Student Discussion 
Question: Is it realistic to 
think that a bioterrorism 
attack will inflict mass 
casualties on the U.S. 
population? Is it necessary 
to cause mass casualties in 
order to inflict terror 
through the use of a 
biological weapon? 
 
Student Discussion 
Question: What would 
have the greater societal 
impacts and effects, a 
realistic and executable 
bioterrorism (or related) 
attack against human 
populations or an 
agricultural sector target 
(hint: think systems)? 
Either way, how would 
you envision such an 
attack and its impacts 
unfolding? 
 
Student Discussion 
Question: Should a 
pandemic be considered 
as a threat to national 
security? 

https://www.fernlab.org/
https://www.aphl.org/programs/food_safety/laboratory-accreditation/Pages/eLEXNET.aspx
https://www.aphl.org/programs/food_safety/laboratory-accreditation/Pages/eLEXNET.aspx
https://www.aphl.org/programs/food_safety/laboratory-accreditation/Pages/eLEXNET.aspx
http://csis.org/event/assessment-counterterrorism-policy
http://csis.org/event/assessment-counterterrorism-policy
http://isssp.in/wp-content/uploads/2013/04/Science-Tech-Counter-Terrorism-Indo-US.1-1711.pdf
http://isssp.in/wp-content/uploads/2013/04/Science-Tech-Counter-Terrorism-Indo-US.1-1711.pdf
http://isssp.in/wp-content/uploads/2013/04/Science-Tech-Counter-Terrorism-Indo-US.1-1711.pdf
http://www.npdn.org/
http://www.nas.edu/
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USDA. (2019). Food Emergency Response 
Network (FERN) 
https://www.fsis.usda.gov/wps/portal/fsis/t
opics/food-defense-defense-and-
emergency-response/emergency-response 
 
USDA. (2020). National Veterinary Stockpile 
(NVS) 
https://www.aphis.usda.gov/aphis/ourfocus
/animalhealth/emergency-
management/nvs/!ut/p/z1/04_iUlDg4tKPAF
JABpSA0fpReYllmemJJZn5eYk5-
hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e
5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/ 
 
USDA. (2020). National Animal Health 
Laboratory Network 
https://www.aphis.usda.gov/aphis/ourfocus
/animalhealth/sa_lab_information_services/
sa_nahln/ct_national_animal_health_labora
tory_network 
 
Wagner, A. (2012). Counter-Terrorism 
Technologies – Taking Stock on 9/11 
http://www.huffingtonpost.com/abraham-r-
wagner/counterterrorism-
technolo_b_1874521.html 

Essential S&T Research and 
Development Partners 

• Federal, state, and local 
partners 

• Industry partners 
• College and university 

partners 

Analyze the diverse but 
interdependent research 
and development 
dimensions of homeland 
security through 
collaboration with federal, 
state, local, private 

DHS. (n.d.). Boston Subway System to be 
Used to Test New Sensors for Biological 
Agents 
http://www.dhs.gov/st-snapshot-detect-
protect  
 

Student Discussion 
Question: Does the U.S. 
“have it right” with regard 
to its partnerships, 
priorities, and programs in 
in relation to science and 
technology? If “yes,” why, 

https://www.fsis.usda.gov/wps/portal/fsis/topics/food-defense-defense-and-emergency-response/emergency-response
https://www.fsis.usda.gov/wps/portal/fsis/topics/food-defense-defense-and-emergency-response/emergency-response
https://www.fsis.usda.gov/wps/portal/fsis/topics/food-defense-defense-and-emergency-response/emergency-response
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/emergency-management/nvs/!ut/p/z1/04_iUlDg4tKPAFJABpSA0fpReYllmemJJZn5eYk5-hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/emergency-management/nvs/!ut/p/z1/04_iUlDg4tKPAFJABpSA0fpReYllmemJJZn5eYk5-hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/emergency-management/nvs/!ut/p/z1/04_iUlDg4tKPAFJABpSA0fpReYllmemJJZn5eYk5-hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/emergency-management/nvs/!ut/p/z1/04_iUlDg4tKPAFJABpSA0fpReYllmemJJZn5eYk5-hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/emergency-management/nvs/!ut/p/z1/04_iUlDg4tKPAFJABpSA0fpReYllmemJJZn5eYk5-hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/emergency-management/nvs/!ut/p/z1/04_iUlDg4tKPAFJABpSA0fpReYllmemJJZn5eYk5-hH6kVFm8X6Gzu4GFiaGPu6uLoYGjh6Wnt4e5mYGBh5m-l76UfgVFGQHKgIAHq7ZJA!!/
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/sa_lab_information_services/sa_nahln/ct_national_animal_health_laboratory_network
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/sa_lab_information_services/sa_nahln/ct_national_animal_health_laboratory_network
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/sa_lab_information_services/sa_nahln/ct_national_animal_health_laboratory_network
https://www.aphis.usda.gov/aphis/ourfocus/animalhealth/sa_lab_information_services/sa_nahln/ct_national_animal_health_laboratory_network
http://www.huffingtonpost.com/abraham-r-wagner/counterterrorism-technolo_b_1874521.html
http://www.huffingtonpost.com/abraham-r-wagner/counterterrorism-technolo_b_1874521.html
http://www.huffingtonpost.com/abraham-r-wagner/counterterrorism-technolo_b_1874521.html
http://www.dhs.gov/st-snapshot-detect-protect
http://www.dhs.gov/st-snapshot-detect-protect
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partnerships, and colleges 
and universities. 

DHS. (2021). Science and Technology 
Directorate Centers of Excellence 
http://www.dhs.gov/st-centers-excellence  
 
DHS. (2021). Science and Technology 
Directorate Snapshots 
http://www.dhs.gov/st-snapshots 
 
Kenyon, H., (2013). Software Tool Trains 
First Responders to Deal with Complex, 
Dynamic Situations 
http://www.afcea.org/content/?q=node/12
049#sthash.nl7MIKDX.dpuf  
 
Miller, D. (2012). Robocod: Homeland 
Security adds underwater drones to their 
arsenal with robots based on fish 
http://www.dailymail.co.uk/sciencetech/arti
cle-2239705/Robocod-Homeland-Security-
adds-underwater-drones-arsenal-robots-
based-fish.html#ixzz331aDgSoc  
 
NASA. (2013). NASA, Homeland Security Test 
Disaster Recovery Tool 
http://www.jpl.nasa.gov/news/news.php?re
lease=2013-290 
 
Texas A&M. (2021). Institute for Infectious 
Animal Diseases 
http://iiad.tamu.edu/ 
 
 

if “no,” what should the 
priorities and program 
investments be, and who 
should be the partners? 
 
Student Discussion 
Question: How could a 
significant bioterrorism 
attack (any scale) affect 
other key U.S. 
infrastructure sectors? In 
your view, how could this 
be accomplished? Would 
an attack of this type 
impact homeland 
security? How quickly and 
well could it be 
determined that it was 
one or the other? How 
quickly and well could 
recovery and restoration 
be instituted? 

http://www.dhs.gov/st-centers-excellence
http://www.dhs.gov/st-snapshots
http://www.afcea.org/content/?q=node/12049#sthash.nl7MIKDX.dpuf
http://www.afcea.org/content/?q=node/12049#sthash.nl7MIKDX.dpuf
http://www.dailymail.co.uk/sciencetech/article-2239705/Robocod-Homeland-Security-adds-underwater-drones-arsenal-robots-based-fish.html#ixzz331aDgSoc
http://www.dailymail.co.uk/sciencetech/article-2239705/Robocod-Homeland-Security-adds-underwater-drones-arsenal-robots-based-fish.html#ixzz331aDgSoc
http://www.dailymail.co.uk/sciencetech/article-2239705/Robocod-Homeland-Security-adds-underwater-drones-arsenal-robots-based-fish.html#ixzz331aDgSoc
http://www.dailymail.co.uk/sciencetech/article-2239705/Robocod-Homeland-Security-adds-underwater-drones-arsenal-robots-based-fish.html#ixzz331aDgSoc
http://www.jpl.nasa.gov/news/news.php?release=2013-290
http://www.jpl.nasa.gov/news/news.php?release=2013-290
http://iiad.tamu.edu/
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University of Southern California. (2014). 
National Center for Risk and Economic 
Analysis of Terrorism Events (CREATE) 
http://www.dhs.gov/st-snapshot-
celebrating-decade-security-enhancements 

 

Assessment Considerations 
Student learning outcomes will be assessed through a combination of formative and or summative assignments and active participation in the 
discussions established through unit questions each week. Instructors may develop additional assessment strategies as needed. 

Essential Vocabulary 
Science & Technology Directorate; SAFECOM; BioSense; BioWatch 

  

http://www.dhs.gov/st-snapshot-celebrating-decade-security-enhancements
http://www.dhs.gov/st-snapshot-celebrating-decade-security-enhancements
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Unit 3: Homeland Security Risk Communications 

This unit introduces students to the homeland security communications and the main elements in the risk and crisis communications. The unit 
also examines the proven messaging strategies for public awareness and alerting. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
Risk Communications 

• Historical 
• Ready.gov 
• Homeland Security Alert 

System 
• If You See Something, Say 

Something 
• News media 
• Social media 
• Federal, state, local, tribal, 

and private  

Identify and describe tools 
for managing and 
communicating information 
in a crisis. 

Veil, S., Buehner, T., & Palenchar, M. (2011). 
A Work-In-Process Literature Review: 
Incorporating Social Media in Risk and Crisis 
Communication 
http://onlinelibrary.wiley.com/doi/10.1111/
j.1468-5973.2011.00639.x/abstract 
 
Bullock et al. Homeland Security, The 
Essentials. Ch 10, p. 308; Ch 11, pp. 323-358 
 
Currie, D. (2007). Expert Round Table on 
Social Media and Risk Communication 
During Times of Crisis: Strategic Challenges 
and Opportunities 
http://www.comminit.com/global/content/s
pecial-report-expert-round-table-social-
media-and-risk-communication-during-
times-crisi 
 
DHS. (n.d.). If You See Something, Say 
Something 
http://www.dhs.gov/if-you-see-something-
say-something  

Student Discussion 
Question: What are the 
most important “must 
have” components for an 
acceptable risk 
communication plan at the 
state and local levels with 
respect to homeland 
security? 

http://onlinelibrary.wiley.com/doi/10.1111/j.1468-5973.2011.00639.x/abstract
http://onlinelibrary.wiley.com/doi/10.1111/j.1468-5973.2011.00639.x/abstract
http://www.comminit.com/global/content/special-report-expert-round-table-social-media-and-risk-communication-during-times-crisi
http://www.comminit.com/global/content/special-report-expert-round-table-social-media-and-risk-communication-during-times-crisi
http://www.comminit.com/global/content/special-report-expert-round-table-social-media-and-risk-communication-during-times-crisi
http://www.comminit.com/global/content/special-report-expert-round-table-social-media-and-risk-communication-during-times-crisi
http://www.dhs.gov/if-you-see-something-say-something
http://www.dhs.gov/if-you-see-something-say-something
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DHS, GAO. (2003). Efforts to Improve 
Information Sharing Need to Be 
Strengthened 
http://www.gao.gov/new.items/d03760.pdf  
 
Giroux, J., Hagmann, J., & Dunn-Cavelty, M. 
(2009). Focal Report 3: Risk Analysis – Risk 
Communication in the Public Sector 
http://www.academia.edu/1606776/Focal_
Report_3_Risk_Analysis_-
_Risk_Communication_in_the_Public_Sector  
 
Reynolds, B., & Seeger, M. (2010). Crisis and 
Emergency Risk Communication as an 
Integrative Model 
http://journals.taylorandfrancis.com/forms/
hcm/10_43.pdf  
 
Riggs, M. (2012). Ten Years of "If You See 
Something, Say Something” 
http://reason.com/blog/2012/03/19/ten-
years-of-if-you-see-something-say-so  

Warning 
• Warning communication 

challenges 
• Tools for warning 

communications 
• National Terrorism Advisory 

System 
• Integrated Public Alert and 

Warning System (IPAWS) 
 

Discuss techniques for 
planning media 
relationships and strategies 
for collaborating with the 
media for the benefit of the 
“whole community.” 

Bristow, L. (2011). The Impact of IPAWS on 
Public Alerts and Warnings 
http://www.govtech.com/em/disaster/Impa
ct-IPAWS-Public-Alerts-Warnings.html 
 
DHS. (2021). National Terrorism Advisory 
System 
http://www.dhs.gov/national-terrorism-
advisory-system 
 
Facebook. (2021). Department of Homeland 
Security 

Student Discussion 
Question: When the 
federal government issues 
an elevated terror alert 
level, what should the 
response be at the local 
and state levels? What can 
and should be expected 
out of the federal 
government to address 

http://www.gao.gov/new.items/d03760.pdf
http://www.academia.edu/1606776/Focal_Report_3_Risk_Analysis_-_Risk_Communication_in_the_Public_Sector
http://www.academia.edu/1606776/Focal_Report_3_Risk_Analysis_-_Risk_Communication_in_the_Public_Sector
http://www.academia.edu/1606776/Focal_Report_3_Risk_Analysis_-_Risk_Communication_in_the_Public_Sector
http://journals.taylorandfrancis.com/forms/hcm/10_43.pdf
http://journals.taylorandfrancis.com/forms/hcm/10_43.pdf
http://reason.com/blog/2012/03/19/ten-years-of-if-you-see-something-say-so
http://reason.com/blog/2012/03/19/ten-years-of-if-you-see-something-say-so
http://www.govtech.com/em/disaster/Impact-IPAWS-Public-Alerts-Warnings.html
http://www.govtech.com/em/disaster/Impact-IPAWS-Public-Alerts-Warnings.html
http://www.dhs.gov/national-terrorism-advisory-system
http://www.dhs.gov/national-terrorism-advisory-system
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https://www.facebook.com/homelandsecuri
ty 
 
FEMA. (2021). Integrated Public Alert and 
Warning System (IPAWS) 
http://www.fema.gov/integrated-public-
alert-warning-system 
 
Survivalist Videos. (2011). FEMA's Integrated 
Public Alert and Warning System (IPAWS) 
https://www.youtube.com/watch?v=ptk5Oi
3P2to  
 
Twitter. (2021). Department of Homeland 
Security  
https://twitter.com/DHSgov 

immediate needs of state 
and local jurisdictions? 

Crisis Communications 
• Situational Awareness 
• Media partnership 
• Communications 

infrastructure 

Examine strategies that 
ensure that emergency 
communications meet the 
needs of the whole 
community, including those 
with access and functional 
needs. 

Atkins, R. (2006). News and Terrorism: 
Communicating in a Crisis 
http://www.nap.edu/openbook.php?record
_id=11698&page=25 
 
Fitzpatrick, H. (2007). Partnerships: The Path 
to Improving Crisis Communication 
http://www.dtic.mil/dtic/tr/fulltext/u2/a467
218.pdf 
 
 
 

Student Discussion 
Question: How does or 
should crisis and risk 
communication work into 
public preparedness for, 
response to, and recovery 
from catastrophic events? 
What are the roles and 
responsibilities of the 
federal, state, and local 
authorities in this regard, 
and what constitutes 
effective programs and 
actions in these areas? 
What should 
governments, and the 
public and private sectors, 
be doing? 

https://www.facebook.com/homelandsecurity
https://www.facebook.com/homelandsecurity
http://www.fema.gov/integrated-public-alert-warning-system
http://www.fema.gov/integrated-public-alert-warning-system
https://www.youtube.com/watch?v=ptk5Oi3P2to
https://www.youtube.com/watch?v=ptk5Oi3P2to
https://twitter.com/DHSgov
http://www.nap.edu/openbook.php?record_id=11698&page=25
http://www.nap.edu/openbook.php?record_id=11698&page=25
http://www.dtic.mil/dtic/tr/fulltext/u2/a467218.pdf
http://www.dtic.mil/dtic/tr/fulltext/u2/a467218.pdf
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Assessment Considerations 
Student learning outcomes will be assessed through a combination of formative and or summative assignments and active participation in the 
discussions established through unit questions each week. Instructors may develop additional assessment strategies as needed. 

Essential Vocabulary 
Ready.gov; Homeland Security Alert System; IPAWS; Situational Awareness; Warning Communications 
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Unit 4: Chemical, Biological, Radiological, Nuclear, and Explosives 

This unit familiarizes students with concepts associated with the use and proliferation of CBRNE and weapons of mass destruction. Students will 
learn how these weapons function, why nations and groups attempt to acquire them, and how nations attempt to prevent their use. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
The History of Weapons of Mass 
Destruction 

• History 
• Assessing the CBRNE risk  
• CBRNE weapons  

Understand the acquisition, 
use, and history of weapons 
of mass destruction. 

Bullock et al. Homeland Security, The 
Essentials. Ch 3, pp. 45-65; Ch 10, pp. 291-
320 
 
The Commission on the Intelligence 
Capabilities of the United States Regarding 
Weapons of Mass Destruction. (2005) 
Report to the President of the United States 
http://www.fas.org/irp/offdocs/wmd_repor
t.pdf 
 
GlobalSecurity.org. (2004). Homeland 
Security Planning Scenarios 
http://www.globalsecurity.org/security/libra
ry/report/2004/hsc-planning-scenarios-
jul04.htm 
 
UMass. (2021). Center for Terrorism & 
Security Studies 
http://www.uml.edu/ctss  
 
 
 
 

Student Discussion 
Question: Can terrorist 
attacks with weapons of 
mass destruction 
(weapons of mass effect) 
on U.S. soil be prevented? 
 
Student Discussion 
Question: What measures 
would be most effective in 
reducing the risk of WMD 
terrorism against the U.S. 
homeland (hint: think 
“systems”)? 

Student Interview: 
Interview a local or state 
law enforcement, 
homeland security, or 
emergency management 
official about their 
department’s preparation 
to deal with a specific type 
of WMD terrorism attack. 

http://www.fas.org/irp/offdocs/wmd_report.pdf
http://www.fas.org/irp/offdocs/wmd_report.pdf
http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm
http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm
http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm
http://www.uml.edu/ctss
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Moodie, M. (2009). Dangerous Weapons in 
Dangerous Hands: Responding to the 
Challenges of Chemical and Biological 
Terrorism 
https://www.ifri.org/sites/default/files/ato
ms/files/pp28_moodie_summer2009.pdf 
 
YouTube. (2011). HLS 101 - Weapons of 
Mass Destruction (WMD) 
https://www.youtube.com/watch?v=bZcLzl
My99U 

Does it appear that they 
are prepared for an 
attack? 

Chemical Weapons 
• Types 
• Effects 
• Fabrication/Deployment 
 

Identify chemical weapons, 
and describe the 
consequences of recent 
disasters. 

CDC. (2018). Chemical Agents 
http://emergency.cdc.gov/agent/agentlistch
em.asp 
 
Maricopa County Department of Emergency 
Management. (2014). Weapons of Mass 
Destruction: Weapon types and 
Characteristics 
https://www.scribd.com/document/522834
77/weapons  

Student Question: Of the 
four categories of WMD, 
which do you think is the 
most attractive to a 
terrorist group, and why? 

Biological Weapons 
• Types 
• Effects 
• Fabrication/Deployment 
 

Identify biological weapons, 
and describe the 
consequences of a release 
of a biological contaminant. 

CDC. (2018). Bioterrorism Agents/Diseases 
https://emergency.cdc.gov/agent/agentlist-
category.asp 
 
Gavett, G. (2011). How Prepared is the U.S. 
For a Bioterrorism Attack? 
http://www.pbs.org/wgbh/pages/frontline/
criminal-justice/anthrax-files/how-prepared-
is-the-u-s-for-a-bioterrorism-attack/ 
 
 
 

Student Question: Why do 
you think some terrorist 
groups have shown an 
interest in WMD, while 
many others have not? 
 
Student Discussion 
Question: What is the 
greatest threat to the U.S. 
homeland with regard to 
WMD/WME, chemical, 
biological, radiological, 
nuclear, or conventional 

https://www.ifri.org/sites/default/files/atoms/files/pp28_moodie_summer2009.pdf
https://www.ifri.org/sites/default/files/atoms/files/pp28_moodie_summer2009.pdf
https://www.youtube.com/watch?v=bZcLzlMy99U
https://www.youtube.com/watch?v=bZcLzlMy99U
http://emergency.cdc.gov/agent/agentlistchem.asp
http://emergency.cdc.gov/agent/agentlistchem.asp
https://www.scribd.com/document/52283477/weapons
https://www.scribd.com/document/52283477/weapons
https://emergency.cdc.gov/agent/agentlist-category.asp
https://emergency.cdc.gov/agent/agentlist-category.asp
http://www.pbs.org/wgbh/pages/frontline/criminal-justice/anthrax-files/how-prepared-is-the-u-s-for-a-bioterrorism-attack/
http://www.pbs.org/wgbh/pages/frontline/criminal-justice/anthrax-files/how-prepared-is-the-u-s-for-a-bioterrorism-attack/
http://www.pbs.org/wgbh/pages/frontline/criminal-justice/anthrax-files/how-prepared-is-the-u-s-for-a-bioterrorism-attack/
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Maricopa County Department of Emergency 
Management. (2014). Weapons of Mass 
Destruction: Weapon types and 
Characteristics 
https://www.scribd.com/document/522834
77/weapons 

explosives? Why? Are the 
risks increasing or 
decreasing? 

Radiological/Nuclear Weapons 
• Dirty bomb/Radiological 

weapons 
• Nuclear bombs 
• Natural radiation 
• Man-made radiation 
• Biological impact 
• Medical consequences 

 

Identify radiological/nuclear 
devices and weapons and 
understand the types, 
effects, and potential impact 
of these categories of 
weapons. 

IAEA. (2014). Nuclear Security Series 
https://www-
pub.iaea.org/MTCD/Publications/PDF/Pub1
678_web.pdf 

CNS. (2021). Center for Nonproliferation 
Studies 
http://cns.miis.edu  
 
NTI. (2021). Nuclear Threat Initiative 
http://www.nti.org  
 
NTI. (2012). Website Resources on 
Radiological Terrorism 
http://www.nti.org/newsroom/news/nti-
resources-nuclear-security-summit/ 

Student Research Activity: 
Investigate local 
community information 
policy and preparation for 
nuclear emergency case. 
 
Student Discussion 
Question: What would 
have greater societal 
impact, a bioterrorism 
attack or an attack using 
an improvised nuclear 
device? Improvised 
radiological device? 
Improvised chemical 
device? Why? 

Explosives 
• History 
• Chemical sources 
• Homemade and improvised 

explosive devices (IED) 
• Case studies 

 

Examine the various types 
of home-grown explosives 
most prevalent today, and 
analyze actual examples of 
events, sources, and results. 

GlobalSecurity.org. (2021). Improvised 
Explosive Devices (EDs)/Booby Traps 
http://www.globalsecurity.org/military/intr
o/ied.htm 
 
Army Knowledge Online. (2007). Improvised 
Explosive Device Defeat (Excerpts, chapters 
1-5) 
http://www.thefreelibrary.com/Improvised+
Explosive+Device+Defeat+training+Website.
-a0190332634 
 

Student Discussion 
Question: Is it likely or 
unlikely that the U.S. 
homeland will experience 
suicide bombings in the 
next 5 years? If your 
answer is “yes,” what 
should be done to best 
prepare, plan, and reduce 
the risks (hint: think 
“systems”)? If your answer 

https://www.scribd.com/document/52283477/weapons
https://www.scribd.com/document/52283477/weapons
https://www-pub.iaea.org/MTCD/Publications/PDF/Pub1678_web.pdf
https://www-pub.iaea.org/MTCD/Publications/PDF/Pub1678_web.pdf
https://www-pub.iaea.org/MTCD/Publications/PDF/Pub1678_web.pdf
http://cns.miis.edu/
http://www.nti.org/
http://www.nti.org/newsroom/news/nti-resources-nuclear-security-summit/
http://www.nti.org/newsroom/news/nti-resources-nuclear-security-summit/
http://www.globalsecurity.org/military/intro/ied.htm
http://www.globalsecurity.org/military/intro/ied.htm
http://www.thefreelibrary.com/Improvised+Explosive+Device+Defeat+training+Website.-a0190332634
http://www.thefreelibrary.com/Improvised+Explosive+Device+Defeat+training+Website.-a0190332634
http://www.thefreelibrary.com/Improvised+Explosive+Device+Defeat+training+Website.-a0190332634
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DHS. (n.d.). Nuclear Terrorism 
https://www.dhs.gov/taxonomy/term/2578
/all/feed  

is “no,” what do you base 
this on? 

Case Studies in Terrorist Acquisition 
and Use of CBRNE Weapons 

• Rajneeshees 
• Aum Shinrikyo 
• Chechens 
• Bruce Ivins (anthrax letter 

mailer) 
• Lessons learned 
• Timothy McVeigh 
• David Hahn (not a terrorist; 

but a cautionary tale of how 
easy it is to develop CBRNE) 

Examine and discuss the 
nature, consequences, and 
root causes of domestic, 
international, and trans-
national acts of CBRNE 
terrorism. 

OPB. (2012). Rajneeshpuram  
https://www.oshonews.com/2012/11/16/or
egon-experience-rajneeshpuram/ 
 
FAS. Aum Supreme Truth (Aum) a.k.a. Aum 
Shinrikyo Aleph. (n.d.) 
http://www.fas.org/irp/world/para/aum.ht
m 
 
Frontline. (2011). The Anthrax Files 
http://www.pbs.org/wgbh/pages/frontline/
anthrax-files/  
 
CNS. (2002). The Moscow Theater Hostage 
Crisis: Incapacitants and Chemical Warfare 
by CBWNP 
https://nonproliferation.org/the-moscow-
theater-hostage-crisis-incapacitants-and-
chemical-warfare/  
 
Linder, D. (2006). The Oklahoma City 
Bombing & The Trial of Timothy McVeigh 
http://law2.umkc.edu/faculty/projects/ftrial
s/mcveigh/mcveighaccount.html  
 
 
 
 
 

Student Research Activity: 
Identify natural 
radioactivity sources and 
possible exposures to the 
local or state population. 

https://www.dhs.gov/taxonomy/term/2578/all/feed
https://www.dhs.gov/taxonomy/term/2578/all/feed
https://www.oshonews.com/2012/11/16/oregon-experience-rajneeshpuram/
https://www.oshonews.com/2012/11/16/oregon-experience-rajneeshpuram/
http://www.fas.org/irp/world/para/aum.htm
http://www.fas.org/irp/world/para/aum.htm
http://www.pbs.org/wgbh/pages/frontline/anthrax-files/
http://www.pbs.org/wgbh/pages/frontline/anthrax-files/
https://nonproliferation.org/the-moscow-theater-hostage-crisis-incapacitants-and-chemical-warfare/
https://nonproliferation.org/the-moscow-theater-hostage-crisis-incapacitants-and-chemical-warfare/
https://nonproliferation.org/the-moscow-theater-hostage-crisis-incapacitants-and-chemical-warfare/
http://law2.umkc.edu/faculty/projects/ftrials/mcveigh/mcveighaccount.html
http://law2.umkc.edu/faculty/projects/ftrials/mcveigh/mcveighaccount.html
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Pangi, R. (2002). Consequence Management 
in the 1995 Sarin Attacks on the Japanese 
Subway System  
https://www.belfercenter.org/sites/default/
files/legacy/files/consequence_managemen
t_in_the_1995_sarin_attacks_on_the_japan
ese_subway_system.pdf 
 
Silverstein, K. (1998). The Radioactive Boy 
Scout: When a teenager attempts to build a 
breeder reactor 
http://harpers.org/archive/1998/11/the-
radioactive-boy-scout/  
 
University of Maryland, College Park - START 
http://www.start.umd.edu/ 

 

Assessment Considerations 
Student learning outcomes will be assessed through a combination of formative and or summative assignments and active participation in the 
discussions established through unit questions each week. Instructors may develop additional assessment strategies as needed. 

Essential Vocabulary 
CBRNE;  Chemical; Dirty Bomb; Radiological; Nuclear; Man-made; Biological; IED  

https://www.belfercenter.org/sites/default/files/legacy/files/consequence_management_in_the_1995_sarin_attacks_on_the_japanese_subway_system.pdf
https://www.belfercenter.org/sites/default/files/legacy/files/consequence_management_in_the_1995_sarin_attacks_on_the_japanese_subway_system.pdf
https://www.belfercenter.org/sites/default/files/legacy/files/consequence_management_in_the_1995_sarin_attacks_on_the_japanese_subway_system.pdf
https://www.belfercenter.org/sites/default/files/legacy/files/consequence_management_in_the_1995_sarin_attacks_on_the_japanese_subway_system.pdf
http://harpers.org/archive/1998/11/the-radioactive-boy-scout/
http://harpers.org/archive/1998/11/the-radioactive-boy-scout/
http://www.start.umd.edu/
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Unit 5: Border, Immigration, and Transportation Safety and Security  

This unit examines the contemporary border, immigration, and transportation safety and security challenges America faces, as well as the 
myriad methods employed to address these challenges. The unit explores topics associated with border security and immigration along with 
transportation security infrastructures. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
Border Security and Immigration 

• Background and contexts  
• U.S. Customs & Border 

Protection 
• Societal security 
• Terrorism risks 
• Transnational Organized 

Crime 
 

Identify the interrelations 
between border security 
and immigration and how 
each affects homeland 
security. 

Bullock et al. Homeland Security, The 
Essentials. Ch 6, pp. 145-168 
 
Camarota, S. (2011). A Record Setting 
Decade of Immigration: 2000-2010. Center 
for Immigration Studies 
http://cis.org/2000-2010-record-setting-
decade-of-immigration  
 
CBP. (2021). Homepage 
http://www.cbp.gov/  
 
Passel, J., and Cohn, D. (2009). A Portrait of 
Unauthorized Immigrants in the United 
States. Pew Hispanic Center 
http://www.pewhispanic.org/2009/04/14/a-
portrait-of-unauthorized-immigrants-in-the-
united-states/ 
 
 
 
 

Student Discussion 
Question: Is it possible to 
fully secure the borders of 
the U.S. against all serious 
threats to homeland 
security that could be 
delivered through 
transportation, 
immigration, and across 
our borders? 
 
Student Discussion 
Question: What is the 
appropriate national 
immigration policy that 
ensures public security, 
safety, and stability at the 
national, state, and local 
levels? Would the U.S. 
Executive and Legislative 
Branches have the political 
will and commit the 

http://cis.org/2000-2010-record-setting-decade-of-immigration
http://cis.org/2000-2010-record-setting-decade-of-immigration
http://www.cbp.gov/
http://www.pewhispanic.org/2009/04/14/a-portrait-of-unauthorized-immigrants-in-the-united-states/
http://www.pewhispanic.org/2009/04/14/a-portrait-of-unauthorized-immigrants-in-the-united-states/
http://www.pewhispanic.org/2009/04/14/a-portrait-of-unauthorized-immigrants-in-the-united-states/
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Esipova, N., Ray, J., and Pugliese, A. (2011). 
Gallup World Poll: The Many Faces of Global 
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• Vulnerability assessment  
• Trends and threats 
• Security planning 

Examine the diverse 
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opportunities involved in 
securing road transportation 
systems. 
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Student Discussion 
Question: If you had the 
authority and resources to 
design and implement 
three national or 
international programs to 
reduce the risks to 
homeland security here 
(and elsewhere) through 
these means, what would 
they be, and what would 
have to be accomplished 
to reduce risks to 
acceptable levels? Could 
the U.S. (or international 
community) accept and 
afford your programs? 
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Mass Transit and Light Rail 
• Vulnerability assessment  
• Trends and threats 
• Security planning 

Examine the diverse 
challenges and 
opportunities involved in 
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systems. 
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programs, and practices 
can defend against? 
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• Trends and threats 
• Security planning 

Examine the diverse 
challenges and 
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transportation systems. 
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Maritime 
• Vulnerability assessment  
• Trends and threats 
• Security planning 

Examine the diverse 
challenges and 
opportunities involved in 
securing maritime 
transportation systems. 
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Question: As we think 
about maritime security, 
what are major security 
concerns and potential 
threats? Are they real or 
imaginary? 
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Air-Passenger and Cargo 
• Vulnerability assessment  
• Trends and threats 
• Security planning 

Examine the diverse 
challenges and 
opportunities involved in 
securing air passenger and 
cargo transportation 
systems. 
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not? If so, how could you 
envision it being carried 
out given the “systems” 
that are in place (or not) 
today? 
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Assessment Considerations 
Student learning outcomes will be assessed through a combination of formative and or summative assignments and active participation in the 
discussions established through unit questions each week. Instructors may develop additional assessment strategies as needed. 

Essential Vocabulary 
Border; Immigration; Border Security; Transportation System, Mass Transit; Light Rail; Heavy Rail; Maritime; Air Transportation; Cargo 
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