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Program Overview 

Career Technology Education 
The Homeland Security and Emergency Preparedness (HSEP) curriculum is one of the Career Technology 
Education (CTE) career clusters offered through the Maryland public high schools. CTE programs are 
designed to help students develop the skills necessary for successful employment and acquire other 
attributes that will enhance their overall career and occupational performance. Students enrolled in CTE 
programs participate in a variety of academic and CTE courses designed to prepare them for the career 
and educational opportunities of tomorrow. CTE is concerned with the development of the individual in 
five areas: personal skills and attitudes; communication and computational skills; skills of employability; 
occupational skills and knowledge; and career planning and lifelong learning.  
 
CTE programs are broken down into pathways. The career clusters that are part of the Maryland CTE 
program vary from county to county. Not all counties offer all career clusters or programs. 
 
Homeland Security and Emergency Preparedness Program 
Within the CTE programs, the HSEP program is part of the human resource services career cluster. The 
HSEP program prepares students for industry certification and/or college credit in one of three areas: 
Homeland Security Sciences, Criminal Justice/Law Enforcement, and Information/Communications 
Technology. 
 
The HSEP program is responsive to public concerns over crime, security, the terrorist threat, dangerous 
weather events, and emergency response. Occupational trends indicate that employment activity in 
these areas will continue to be robust well into the next 10 years. 
 

Homeland Security Sciences Pathway 
Within the HSEP program, the Homeland Security Sciences pathway provides students with a broad 
background covering the organization, roles, procedures, and tools of federal, state, and local 
government and communities in the fight against terrorism and emergency response generally. Focus is 
placed on understanding and appreciating intelligence and counterterrorism, cybersecurity, border and 
transportation security, risk and crisis communications, and chemical and biological threats, as well as 
defense and response mechanisms. This pathway also educates students about risk management and 
the application of science and technology to the field of homeland security. The HSEP program 
culminates with a research project and internship experience.  
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Foundations Course 

Course Overview 
The Foundations course introduces students to the fields of homeland security and emergency 
management by providing a historical background to support an understanding of the growth and 
development of the fields. Topics covered set the stage for further study in one of three more detailed 
curriculums (Homeland Security Sciences, Criminal Justice/Law Enforcement, or Information and 
Communications Technology). After presenting the historical context, the Foundations course covers the 
organization, framework, and roles of the federal, state, and local governments. It also covers the 
phases of homeland security, and some methodologies and systems that are relevant in the field. A unit 
is included on personal and community responsibilities. Finally, because of the growing importance of 
the field of cybersecurity to all three tracks in the HSEP pathway, a unit on cybersecurity is also included. 

Units and Learning Objectives 
Unit Learning Objectives 

 
Unit 1: 
Historical 
Perspective for 
Homeland Security 
and Emergency 
Management 
 

• Describe the development of emergency management and 
homeland security in the United States. 

• Discuss the awareness to the threat of terrorism within the 
United States, both prior to and following the September 11 
terrorist attacks. 

• Identify and discuss several current issues, trends, or 
developments in the fields of homeland security and emergency 
management. 

Unit 2: Federal 
Organization and 
Framework for 
Homeland Security 
and Emergency 
Management 
 

• Describe the agencies and functions of the U.S. Department of 
Homeland Security (DHS). 

• Explain the major structural changes that have occurred within 
the Department of Homeland Security since it was established in 
2002, and identify the related events. 

• Indicate the federal agencies that participate in traditional 
homeland security activities and the nature of those activities. 

Unit 3: State and 
Local Roles 
 

• Identify current homeland security-related activities that the 
nation’s state and local organizations participate in, and what 
types of assistance they provide their constituent members. 

• Indicate the role of local and state government and first 
responder agencies in homeland security. 

• Explain the contribution of volunteer organizations to crisis 
response efforts. 

Unit 4: Personal 
and Community 
Responsibilities 
 

• Discuss the various personal and community responsibilities in 
homeland security and emergency preparedness. 

• Identify what homeland security volunteer programs support 
personal and community homeland security and emergency 
preparedness efforts. 



8 
 

• Indicate how individuals can provide support to their 
communities in emergency management situations. 

Unit 5: 
Cybersecurity 

• Define cybersecurity and discuss the relationship to critical 
infrastructure. 

• Identify the roles of various federal government agencies in 
maintaining cybersecurity and protecting critical infrastructure.  

• Discuss federal programs and guidelines designed to help 
entities respond to cybersecurity and critical infrastructure 
issues. 

• Explain how cybersecurity issues affect the average U.S. citizen. 
 

Duration 
Under the Code of Maryland Regulations, the number of classroom contact hours per high school credit 
is locally defined. This is a one-credit high school course, and the number of hours of contact time 
available to teach it may vary from county to county. In addition, the course may be taught over one 
semester or spread out over an entire school year. For these reasons, this Course Guide does not include 
contact time or specific pacing for lessons and units. It is left to local discretion to determine the pacing 
and duration of these materials; however, all identified topics are considered relevant and important to 
the curriculum. For this reason, teachers are encouraged to include all lessons and topics, but to modify 
their presentation and treatment to available classroom time as determined at the local level. 

Prerequisites 
Maryland CTE career clusters are designed to bridge students along into college programs and career 
fields of interest. Although students will usually be entering the HSEP program in 9th or 10th grade, 
reading assignments may sometimes be presented at higher reading levels. There are no specific 
prerequisites for entry into the HSEP program; however, students should expect challenging academic 
work. Since security clearances and background checks are frequently required for entry into careers in 
the homeland security and emergency management fields, students should be encouraged to make 
responsible lifestyle choices to help prepare them for internship and employment opportunities. 

Course Resources 
Textbook:  

Bullock, J., Haddow, G., & Coppola, D. (2018). Homeland security: The essentials (2nd ed.). 
Burlington, MA: Butterworth-Heinemann. 

 
Additional resources: 

Although the textbook listed above is substantial and brings enormous value to learning, the 
financial impact can be significant as well. If cost is prohibitive, this book can serve as a 
foundation for teacher resources because of the broad range of open source resources that can 
be used to supplement instruction. These resources include government publications, videos, 
presentations, learning activities, and many Internet-based resources. In the unit-by-unit section 
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of this Course Guide, additional resources are listed that may be purposed as supplementary 
instructional aids.  

Assessments 
Each unit presentation concludes with general suggestions about assessment methods and techniques; 
however, because the duration and flow of the content will vary from county to county, specific 
assessment instruments are not included. Teachers should develop their own assessment materials in 
keeping with the learning objectives and the amount and nature of the content covered in any testing 
period. 
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Unit 1: Historical Perspective for Homeland Security and Emergency Management 

This unit sets the historic perspective for homeland security by covering chronological developments. The sequence includes early history; the 
Cold War and rise of civil defense; natural disasters and changes to emergency management in the 1960s; events and developments throughout 
the 70s, 80s, and 90s; Hurricane Katrina; the PATRIOT Act; post-Katrina reform; and recent incidents and developments such as Superstorm 
Sandy and the rise of lone wolf shooters. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
Early History (1800-1950) 
Early congressional acts related to:  
• Reconstruction Finance 

Corporation 
• Bureau of Public Roads 
• Tennessee Valley Authority 
• Flood Control Act 
• U.S. Army Corp of Engineers 

• Examine the early 
historical events that 
led to governmental 
assistance during 
disasters. 

Bullock, Haddow, and Coppola, Chapters 
1,2,3 
 
Federal Emergency Management Agency 
(FEMA) History: 
http://www.fema.gov/about-agency 
 

In a classroom exercise, 
develop a timeline of 
significant events in the 
development of U.S. 
emergency management 
and homeland security 

Cold War and the Rise of Civil 
Defense 
(1950s) 
• Potential for nuclear war 
• What is civil defense, and its 

rise 
• Federal Civil Defense 

Administration 
• Office of Defense Mobilization 
• Congressional response to 

weather disasters 
 
 

• Identify key historical 
circumstances that led 
to the formation of 
early civil defense 
organizations. 

Bullock, Haddow, and Coppola, Chapters 
1,2,3 
 
DHS History: 
http://www.dhs.gov/history 
 

Out-of-Class Exercises: 
 
1. “Investigate how civil 
defense and emergency 
management evolve in 
your city” 
 
2. Select a “Critical 
Thinking” exercise from 
the text 

http://www.fema.gov/about-agency
http://www.dhs.gov/history
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Natural Disasters and Changes to 
Emergency Management 
(1960s) 
• Expense of natural disasters 

and examples 
• Birth of the National Flood 

Insurance Act and Program 

• Identify and explain 
key natural disasters 
that led to flood 
legislation. 

Bullock, Haddow, and Coppola, Chapters 
1,2,3 
 
National Flood Insurance Program 
https://www.fema.gov/media-
library/assets/documents/1150 
 

Classroom discussion of 
why the public is more 
aware of natural disasters 
in today’s environment 

Birth and Development of FEMA 
(1970s, 80s, and 90s) 
• Many and varied agencies 

involved in disaster relief 
without central focus or 
coordination 

• 1978 Congressional 
Reorganizational Plan (creation 
of FEMA) 

• Benefits and disadvantages of 
an umbrella organization 

• FEMA in need of an overhaul 
• James Witt reforms  
• Importance of internal 

communication to successful 
emergency management 

• Identify and describe 
some key reasons for 
the formation of 
FEMA. 

• Describe some of the 
early priorities of 
FEMA during the 
Reagan Administration. 

• Identify key reforms of 
FEMA in the 1990s. 

Bullock, Haddow, and Coppola, Chapters 
1,2,3 
 
Frontline Website: A Short History of FEMA 
http://www.pbs.org/wgbh/pages/frontline/
storm/etc/femahist.html 
 

Classroom discussion to 
identify key points in 
Frontline video 

Terrorism as Focus and the Creation 
of the Department of Homeland 
Security 
• Need for more consolidation of 

functions and leadership 
• September 11, 2001, attacks 

and aftermath 
• Creation of Department of 

Homeland Security 
• Homeland Security Advisory 

System 

• Identify key events 
that led to the 
formation of the 
Department of 
Homeland Security. 

• Describe the attributes 
of the PATRIOT Act. 

• Identify the types of 
terrorism. 

Bullock, Haddow, and Coppola, Chapters 
1,2,3 
 
DHS Website: Creation of the Department of 
Homeland Security  
http://www.dhs.gov/creation-department-
homeland-security 
 
DHS Website: Organization of DHS 
https://www.dhs.gov/organization 
 

Small group discussions on 
the effects and outcomes 
of the PATRIOT Act (with 
report to entire class) 

https://www.fema.gov/media-library/assets/documents/1150
https://www.fema.gov/media-library/assets/documents/1150
http://www.pbs.org/wgbh/pages/frontline/storm/etc/femahist.html
http://www.pbs.org/wgbh/pages/frontline/storm/etc/femahist.html
http://www.dhs.gov/creation-department-homeland-security
http://www.dhs.gov/creation-department-homeland-security
https://www.dhs.gov/organization
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• PATRIOT Act and its 
constitutional considerations 

DHS Website: Department Components 
http://www.dhs.gov/department-
components 
 
https://www.justice.gov/archive/ll/highlight
s.htm 

Hurricane Katrina and Its Aftermath 
(2005 and beyond) 
• Cracks in the system revealed 

by Hurricane Katrina 
• All-Hazards Approach 
• Post-Katrina Emergency Reform 

Act 
• Superstorm Sandy, rise of lone 

wolf shooters 
• Using Risk Management 

process for planning and 
response in emergency 
preparedness and homeland 
security 

 

• Describe the changes 
to modern emergency 
management that 
resulted from 
Hurricane Katrina. 

• Identify key 
components of the All-
Hazards Approach. 

Bullock, Haddow, and Coppola, pp. 35-37 
(Katrina) 
 
Bullock, Haddow, and Coppola, Chapter 9, 
All-Hazards Emergency Response and 
Recovery 
 
Bullock, Haddow, and Coppola, Chapter 3, 
Hazards 
 
Whitehouse Website: The Federal Response 
to Hurricane Katrina: Lessons Learned 
https://www.fema.gov/media-library-
data/20130726-1923-25045-
7442/sandy_fema_aar.pdf 
 
Hurricane Sandy FEMA After-Action Report 
https://www.fema.gov/media-library-
data/20130726-1923-25045-
7442/sandy_fema_aar.pdf 
 
Bullock, Haddow, and Coppola, pp. 46-51 
 
FEMA Hazard Mitigation Risk Assessment 
http://www.fema.gov/hazard-mitigation-
planning-risk-assessment 

Quiz using review 
questions p. 65 (Bullock, 
Haddow, and Coppola) 

 

http://www.dhs.gov/department-components
http://www.dhs.gov/department-components
https://www.justice.gov/archive/ll/highlights.htm
https://www.justice.gov/archive/ll/highlights.htm
https://www.fema.gov/media-library-data/20130726-1923-25045-7442/sandy_fema_aar.pdf
https://www.fema.gov/media-library-data/20130726-1923-25045-7442/sandy_fema_aar.pdf
https://www.fema.gov/media-library-data/20130726-1923-25045-7442/sandy_fema_aar.pdf
https://www.fema.gov/media-library-data/20130726-1923-25045-7442/sandy_fema_aar.pdf
https://www.fema.gov/media-library-data/20130726-1923-25045-7442/sandy_fema_aar.pdf
https://www.fema.gov/media-library-data/20130726-1923-25045-7442/sandy_fema_aar.pdf
http://www.fema.gov/hazard-mitigation-planning-risk-assessment
http://www.fema.gov/hazard-mitigation-planning-risk-assessment
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Assessment Considerations 
The assessment recommended for this unit includes a compilation of the review questions at the end of each chapter.  For an additional 
assignment, complete a research paper on the fraud waste and abuse that can occur in the FEMA aid process. Suggested classroom exercises are 
included to enhance student assessment. 
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Unit 2: Federal Organization and Framework for Homeland Security and Emergency Management 

This unit covers the role and organization of the federal government pertaining to security and emergency management. It also covers the 
phases of homeland security, the National Response Framework, types of terrorism, the whole community approach, and careers in federal 
protection. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
Presidential Directives 
• Presidential Directives 
• Significance of Presidential 

Directives to U.S. policy 
• Presidential Directives that are 

important to homeland security 
policy in recent history 

 

• Identify and explain key 
Homeland Security 
Presidential Directives 
(HSPD).  

• Examine the purpose of 
HSPD.  

Bullock, Haddow, and Coppola, pp. 3-4 
(HSPD 1-21) 
 
Congressional Research Service Report – 
Presidential Directives: Background and 
Overview 
http://www.fas.org/sgp/crs/misc/98-
611.pdf 
 
General Accounting Office Report: The Use 
of Presidential Directives to Make and 
Implement U.S. Policy 
http://www.fas.org/irp/offdocs/gao-nsiad-
92-72.pdf 
 
National Security Archive Website: 
Presidential Directives on National Security 
[Collection organized by presidential 
administrations] 
http://www2.gwu.edu/~nsarchiv/nsa/public
ations/presidentusa/presidential.html 
 

Students will complete a 
paper (1-2 pages) on the 
key changes that have 
occurred with Presidential 
Directives since Sept 11, 
2001 

http://www.fas.org/sgp/crs/misc/98-611.pdf
http://www.fas.org/sgp/crs/misc/98-611.pdf
http://www.fas.org/irp/offdocs/gao-nsiad-92-72.pdf
http://www.fas.org/irp/offdocs/gao-nsiad-92-72.pdf
http://www2.gwu.edu/%7Ensarchiv/nsa/publications/presidentusa/presidential.html
http://www2.gwu.edu/%7Ensarchiv/nsa/publications/presidentusa/presidential.html
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Naval Postgraduate School for Homeland 
Defense and Security Website: Searchable 
database of Presidential Directives related 
to Homeland Security 
https://www.hsdl.org/?search=&page=1&all
=homeland+security&searchfield=&collectio
n=limited&submitted=Search 

National Incident Management 
System (NIMS) 
 
 
 
 

• Describe the foundation 
and key principles of 
the National Incident 
Management System. 

FEMA Publication: National Incident 
Management System (NIMS) Overview 
http://www.fema.gov/national-incident-
management-system 
 
Bullock, Haddow, and Coppola, Chapter 9, 
pp. 253-256 

Classroom discussion on 
what conditions and 
incidents lead to the 
development of NIMS 

Incident Command System (ICS) • Analyze and explain key 
components and 
language of the Incident 
Command System. 

• Describe the historical 
foundation of the 
Incident Command 
System. 

Emergency Management Institute Online 
Course: Introduction to Incident Command 
System, ICS-100 
http://training.fema.gov/EMIWeb/IS/course
Overview.aspx?code=is-100.b 
 
Bullock, Haddow, and Coppola, Chapter 9, 
pp. 230, 286 
 
Research Report California Department of 
Forestry – The Incident Command System: A 
25-Year Evaluation By California 
Practitioners 
https://www.hsdl.org/?view&did=454470 
 
You Tube Video – The Salvation Army 
Emergency Disaster Services: ICS Positions 
and Responsibilities 
https://www.youtube.com/watch?v=2G87b
q9prx8 

Students will complete 
ICS-100 

https://www.hsdl.org/?search=&page=1&all=homeland+security&searchfield=&collection=limited&submitted=Search
https://www.hsdl.org/?search=&page=1&all=homeland+security&searchfield=&collection=limited&submitted=Search
https://www.hsdl.org/?search=&page=1&all=homeland+security&searchfield=&collection=limited&submitted=Search
http://www.fema.gov/national-incident-management-system
http://www.fema.gov/national-incident-management-system
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=is-100.b
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=is-100.b
https://www.hsdl.org/?view&did=454470
https://www.youtube.com/watch?v=2G87bq9prx8
https://www.youtube.com/watch?v=2G87bq9prx8
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National Response Framework 
• Key principles of the National 

Response Framework (NRF) 
• Core documents and annexes of 

the National Response 
Framework 

 

• Describe and explain 
the key principles of the 
National Response 
Framework. 

• Explain core documents 
and annexes of the 
National Response 
Framework. 

Emergency Management Institute Online 
Course: IS-800.B: National Response 
Framework, An Introduction 
https://training.fema.gov/EMIWeb/IS/cours
eOverview.aspx?code=IS-800.b 
 
National Response Framework 
http://www.fema.gov/media-library-
data/20130726-1914-25045-
1246/final_national_response_framework_2
0130501.pdf 
 
DHS Publication 2013: Overview of the 
National Planning Frameworks 
http://www.fema.gov/media-library-
data/20130726-1914-25045-
2057/final_overview_of_national_planning_
frameworks_20130501.pdf 

Students will complete IS-
800.B 

Careers in Federal Protection 
 

• Identify and examine 
careers in emergency 
management/ 
homeland security. 

https://www.dhs.gov/homeland-security-
careers 

Field trip to a key DHS or 
fire department facility 
 
Search job sites for sample 
careers 

 

Assessment Considerations 
Recommend a “tabletop” exercise approach in assessing this section. This will be based on ICS and can be formulated at the local level, and 
based on the ICS 300 manual. The goal of the exercise will be to incorporate key principles from the ICS 100 and 800 courses. Students must 
successfully complete ICS 100 and IS-800, participate in classroom activities, attend the field trip, and complete the initial paper.  

https://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-800.b
https://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-800.b
http://www.fema.gov/media-library-data/20130726-1914-25045-1246/final_national_response_framework_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-1246/final_national_response_framework_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-1246/final_national_response_framework_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-1246/final_national_response_framework_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-2057/final_overview_of_national_planning_frameworks_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-2057/final_overview_of_national_planning_frameworks_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-2057/final_overview_of_national_planning_frameworks_20130501.pdf
http://www.fema.gov/media-library-data/20130726-1914-25045-2057/final_overview_of_national_planning_frameworks_20130501.pdf
https://www.dhs.gov/homeland-security-careers
https://www.dhs.gov/homeland-security-careers
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Unit 3: State and Local Roles 

This unit covers state and local roles in emergency management and the interrelationship between response agencies. It distinguishes between 
public health and safety roles and explores the social and political implications of a disaster by way of a fully developed scenario of an 
emergency response plan.  

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
Function of State Emergency 
Management 

• Describe and explain 
the function of the 
Maryland Emergency 
Management Agency 
(MEMA). 

• Students will identify 
and describe the 
various roles of 
government agencies. 

• Students will analyze 
the relationships 
between federal, state, 
and local agencies. 

• Describe and explain 
the National Terrorism 
Advisory System. 

MEMA Website: A Prepared Marylander 
Creates a Resilient State, Helpful Info 
Before, During, After Weather Events 
http://mema.maryland.gov/Pages/default.
aspx 
 
Emergency Operations Center (EOC) 
Checklist 
https://www.fema.gov/emergency-
operations-center-assessment-checklist 
 
Bullock, Haddow, and Coppola, Chapter 9, 
pp. 261-266 
 
FEMA Emergency Management Institute 
Website 
https://training.fema.gov/  
 

The Emergency Management Assistance 
Compact (EMAC) (Bullock, Haddow, and 
Coppola, pp. 106, 229-230, 264, 277-279) 
http://www.emacweb.org/ 
 

Field trip to MEMA or 
county EOC 
 
 
 
 
Classroom discussion on 
the purpose of an EOC 
 
 
 
 
 
 
 
 
 
 
Classroom discussion of 
historical EMAC missions 
and resources 

http://mema.maryland.gov/Pages/default.aspx
http://mema.maryland.gov/Pages/default.aspx
https://www.fema.gov/emergency-operations-center-assessment-checklist
https://www.fema.gov/emergency-operations-center-assessment-checklist
https://training.fema.gov/
http://www.emacweb.org/
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National Terrorism Advisory System 
www.dhs.gov/national-terrorism-advisory-
system  

Roles of Emergency Responders • Students will describe 
the interdependency of 
various levels of 
governmental and 
nongovernmental 
organizations. 
 
(Distinguish between 
public health and safety 
roles). 

ICS 200 
http://training.fema.gov/EMIWeb/IS/course
Overview.aspx?code=IS-200.b 
 
Bullock, Haddow, and Coppola, Chapter 3, 
Natural and Technological Hazards and Risk 
Assessment 
 
https://www.fema.gov/threat-and-hazard-
identification-and-risk-assessment 
 
Tulane University: Natural Hazards and 
Natural Disasters 
http://www.tulane.edu/~sanelson/Natural_
Disasters/introduction.htm 

Students will complete ICS 
200 
 
 
Students shall construct a 
rudimentary Threat and 
Hazard Identification and 
Risk Assessment (THIRA) 
for their community 

 • Identify and examine 
the disciplines of 
emergency 
management. 

• Identify and describe 
the various roles of 
supporting agencies 
involved in homeland 
security and emergency 
response. 

• Describe the 
relationship of federal, 
state, and local 
agencies along with 
nongovernmental 
organizations and the 

Bullock, Haddow, and Coppola, Chapter 9, 
pp. 233-253, The Disciplines of Emergency 
Management: Response 
 
National Response Framework 
https://www.fema.gov/media-
library/assets/documents/32230 
 
Interagency Cooperation 
http://thesimonscenter.org/about-
interagency-cooperation/ 
 

Classroom discussion 
outlining the steps in a 
response to a local 
disaster situation 

http://www.dhs.gov/national-terrorism-advisory-system
http://www.dhs.gov/national-terrorism-advisory-system
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-200.b
http://training.fema.gov/EMIWeb/IS/courseOverview.aspx?code=IS-200.b
https://www.fema.gov/threat-and-hazard-identification-and-risk-assessment
https://www.fema.gov/threat-and-hazard-identification-and-risk-assessment
http://www.tulane.edu/%7Esanelson/Natural_Disasters/introduction.htm
http://www.tulane.edu/%7Esanelson/Natural_Disasters/introduction.htm
https://www.fema.gov/media-library/assets/documents/32230
https://www.fema.gov/media-library/assets/documents/32230
http://thesimonscenter.org/about-interagency-cooperation/
http://thesimonscenter.org/about-interagency-cooperation/
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private sector in 
emergency 
management. 

Social and Political Implications of a 
Disaster 

 A Failure of Initiative 
https://katrina.house.gov/full_katrina_repor
t.htm 
 
Hurricane Katrina After Action Report (AAR) 
and Recommendations 
https://www.hsdl.org/?abstract&did=31248 
 
Hurricane Sandy FEMA AAR 
https://www.fema.gov/media-
library/assets/documents/33772 
 
Bullock, Haddow, and Coppola, pp. 6-7, 39 

Prepare a brief (2-4 page) 
paper on one of the 
recommendations in the 
Katrina AAR and what 
progress has been made 
through today 
 
Compare progress and 
gaps that remained 
between the Katrina 
response and Hurricane 
Sandy response 

 

Assessment Considerations 
The assessment for this section will be the “What Happened When Baltimore Burned, Hon?” student activity contained in Appendix A of this 
Course Guide along with the Katrina paper and participation in the classroom discussions. Also recommend that a test drawn from the review 
questions (Bullock, Haddow, and Coppola) be administered to the students.  

https://katrina.house.gov/full_katrina_report.htm
https://katrina.house.gov/full_katrina_report.htm
https://www.hsdl.org/?abstract&did=31248
https://www.fema.gov/media-library/assets/documents/33772
https://www.fema.gov/media-library/assets/documents/33772
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Unit 4: Personal and Community Responsibilities 

This unit covers guidelines and recommendations of the National Response Framework, the whole community approach, and the FEMA 
Community Emergency Response Team (CERT) Program. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and  

Activities 
Guidelines of the National Response 
Framework 

• Analyze and explain 
the guidelines for the 
National Response 
Framework. 

National Response Framework, 3rd ed. 
https://www.fema.gov/media-
library/assets/documents/117791 
 

Classroom discussion of 
the roles of federal, state, 
and local governments in 
emergency management 
and homeland security 

Whole Community Approach • Describe the elements 
of a personal/family 
emergency plan. 

FEMA Personal Preparedness  
https://www.fema.gov/media-
library/assets/documents/7877 
 
FEMA READY site 
http://www.ready.gov/ 
 
FEMA EMI Website: [Informational Articles] 
https://training.fema.gov/hiedu/aemrc/boo
ksdownload/ijmems/ 

Complete and present (to 
the class) your 
personal/family 
emergency plan 

Community Emergency Response 
Team (FEMA CERT Program) 

• Explain the purpose of 
the Community 
Emergency Response 
Team. 

FEMA CERT 
http://www.fema.gov/community-
emergency-response-teams 
 

Create a list of self-check 
questions to gauge your 
personal preparedness 
 
 

 

https://www.fema.gov/media-library/assets/documents/117791
https://www.fema.gov/media-library/assets/documents/117791
https://www.fema.gov/media-library/assets/documents/7877
https://www.fema.gov/media-library/assets/documents/7877
http://www.ready.gov/
https://training.fema.gov/hiedu/aemrc/booksdownload/ijmems/
https://training.fema.gov/hiedu/aemrc/booksdownload/ijmems/
http://www.fema.gov/community-emergency-response-teams
http://www.fema.gov/community-emergency-response-teams
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Assessment Considerations 
Class members will research the various CERT courses at https://training.fema.gov/is/courseoverview.aspx?code=is-317 and 
https://www.nationalservice.gov/programs/americorps and participate in a class discussion on how to develop a local CERT. Students will write 
a 2-3 page paper on the following: “Can One Person Make a Difference?” Students will use the following background: 

Background 
What are your personal and community responsibilities for homeland security and emergency preparedness? Explain how you can support your 
community and put your responsibilities into action. 
 
Web pages to facilitate research: 
 Red Cross 

http://www.redcross.org/ 
 Federal Emergency Management Agency 

http://www.fema.gov/ 
 Maryland Emergency Management Agency 

http://mema.maryland.gov/Pages/default.aspx 
 

  

https://training.fema.gov/is/courseoverview.aspx?code=is-317
https://www.nationalservice.gov/programs/americorps
http://www.redcross.org/
http://www.fema.gov/
http://mema.maryland.gov/Pages/default.aspx
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Unit 5: Cybersecurity 

This unit introduces students to the interdisciplinary field of cybersecurity by discussing the evolution of information security into cybersecurity 
and the relationship of cybersecurity to nations, businesses, society, and people. 

Lesson Guide 
Lessons and Topics Learning Objectives 

 
Readings and Resources Assignments and 

Activities 
• Cybersecurity and Critical 

Infrastructure Topics 
 
• Department of Defense (DOD) 

and DHS Cybersecurity Efforts 
 
• Private Sector Responsibilities in 

Critical Infrastructure 

• Analyze the role of 
security models and 
architectures and their 
relationship to 
information security. 

• Describe Department 
of Defense and 
Department of 
Homeland Security 
responsibilities in 
cybersecurity efforts. 

 

DHS Website: Cybersecurity [Series of 
Articles] 
http://www.dhs.gov/topic/cybersecurity 
 
YouTube Video: Dissecting Stuxnet 
https://www.youtube.com/watch?v=DDH4
m6M-ZIU 
 
The White House, 2011 – Fact Sheet: 
Cybersecurity Legislative Proposal 
http://www.whitehouse.gov/the-press-
office/2011/05/12/fact-sheet-cybersecurity-
legislative-proposal  
 
Bullock, Haddow, and Coppola, Chapter 8, 
Cybersecurity and Critical Infrastructure 
Protection 

Small group discussions 
on how cybersecurity 
risks affect us individually 
with report back to class 

• National Cyber Incident Response 
Plan 

 
• State and Local Government 

Responsibilities in Cybersecurity 
Efforts 

• Describe the 
National Cyber 
Incident Response 
Plan. 

• Discuss the various 
methods in which 
state and local 

 
 
 
 
Pincus, W. (2010). Government devotes 
more brainpower and money to 
cybersecurity. The Washington Post 

Review questions on p. 
222 (Bullock, Haddow, 
and Coppola) 
 
Students shall scan the 
news environment for 
current events and 

http://www.dhs.gov/topic/cybersecurity
https://www.youtube.com/watch?v=DDH4m6M-ZIU
https://www.youtube.com/watch?v=DDH4m6M-ZIU
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
http://www.whitehouse.gov/the-press-office/2011/05/12/fact-sheet-cybersecurity-legislative-proposal
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governments 
contribute to 
cybersecurity 
efforts. 

http://www.washingtonpost.com/wp-
dyn/content/article/2010/06/21/AR201006
2104680.html 
  
  
 
 
 
 

emerging issues stories 
on cybersecurity 
 
Students will develop and 
deliver a presentation (5 
minutes) on how 
cybersecurity will be a 
threat in the future 
 
Students will write a 2-3 
page paper on a current 
cybersecurity initiative 

 

Assessment Considerations 
Students will develop and deliver a presentation on future cybersecurity threats, research and write a 2-3 page paper on a recent initiative in 
cybersecurity, and participate in the classroom discussions. 

  

http://www.washingtonpost.com/wp-dyn/content/article/2010/06/21/AR2010062104680.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/06/21/AR2010062104680.html
http://www.washingtonpost.com/wp-dyn/content/article/2010/06/21/AR2010062104680.html
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Appendix A: Student Assessment Activity for Unit 3 

What Happened When Baltimore Burned, Hon? 
Objectives 

• Analyze the various elements of emergency response and the interrelationship of the 
emergency response agencies and supporting elements in accordance with the guidelines of the 
National Response Framework. 
o Students will develop an awareness of the National Response Framework and explain why 

each element is important to homeland security and emergency preparedness. 
o Students will compare the various roles of emergency responders and explain the 

differences between various roles. 
o Students will identify and describe the various roles of government agencies that are 

involved in Homeland Security and Emergency Response. 
o Students will identify and describe the various roles of supporting agencies involved in 

Homeland Security and Emergency Response. 
o Students will analyze the relationships between federal, state, and local agencies. 
o Students will describe the interdependency of various governmental and nongovernmental 

organizations. 
o Students will analyze and apply a given scenario using elements of the National Response 

Framework. 
 

• Students will identify the preparation, response, recovery, and evaluation of threats to public 
safety. 
o Students will identify and describe the types of natural/non-intentional man-made disasters 

and what efforts are conducted to prepare, respond, and recover from them. 
o Students will identify and describe the types of intentional disasters and what efforts are 

conducted to prepare, respond, and recover from them. 
o Students will identify and describe the various detection concepts (field instrumentation and 

laboratory analysis) that are used in homeland security and emergency preparedness. 
o Students will identify and describe the types of decontamination and why they are 

important.  
o Students will identify and describe the types of physical protection concepts/equipment and 

explain how and when they are to be utilized. 
 
Duration: 5-7 days 
 
Background 
The purpose of this activity is for students to mimic the actions of an Emergency Operations Center 
(EOC). Using the Howard Street Tunnel incident, students will develop an understanding of an EOC and 
the consequence of choice, MEMA’s five continuing stages of Emergency Response, and the process of 
coordinating agencies.  
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Teacher’s Notes  
• It is recommended before the unit begins to have someone from a homeland security consulting 

firm speak to the students about detection. The issue of detection will be a major concern when 
the EOC makes the decision whether or not to evacuate the city. 

 
• After the presentation, distribute the What Happened When Baltimore Burned, Hon? Prelude 

Packet. Either for homework or as a class, have the students read the information and develop 
schema for the EOC exercise. 

 
• After completion of the packet, break the students into groups based on the EOC Seating Chart 

and “The Incident Response and Agency Responsibility” page (page 7 of the packet). 
 

• Choose one or two students to be the incident commander. Allow time for students to 
brainstorm the responsibility of their agency and predict how they will answer the three initial 
problems: 

 
1. Identifying the exact location of the fire in the tunnel. 
2. Determining the potential environmental impact from the burning cars containing 

hazardous materials. 
3. Determining whether downtown Baltimore would need to be evacuated. 

 
• When students return to class the next day, begin the exercise by having students sit in the 

proper seat according to the seating chart and review the provided events of the Howard Street 
Tunnel Action Sheet. 

 
• Once the sheet is reviewed, have students begin the exercise by making choices concerning the 

Challenge Sheet. The teacher should disseminate the challenges at an appropriate pace. 
 

• In an attempt to mimic a real EOC, real time should be reduced (5 minutes represents 1 hour). If 
the EOC asks for an air quality test, inform the EOC that the air is safe enough for residents to 
stay indoors and recommend to residents to close the windows and doors (evacuation is not 
necessary). 

 
• Upon completion of the simulation, review with students The Howard Street Tunnel Timeline. 

Compare the classes’ choices to the choices of the actual EOC. 
 

• Distribute the Howard Street Tunnel Evaluation. As a closure activity, it is recommended that 
the teacher invite someone from the event to debrief, enrich, and evaluate the classes’ 
decisions. 
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Prelude Packet for What Happened When Baltimore Burned, Hon? 

Introduction/Regional Context 
The City of Baltimore is the principal metropolitan area in the state of Maryland. The City is located in 

the heart of the state and is a central transportation hub for the Northeast Corridor. I-95, the main 

north-south interstate highway along the East Coast, runs through the heart of the City, connecting to 

the Inner Harbor and downtown Baltimore via I-395. I-695, the Baltimore beltway, links I-95 with I-70, a 

major interstate route that connects the mid-Atlantic region with the Midwest, and I-83, which links 

Baltimore with York, PA, Harrisburg, PA, and points north. In addition to the above roads, two tunnels 

passing under the Port connect the interstate system: the Fort McHenry Tunnel, which is part of I-95, 

and the Baltimore Harbor Tunnel, which is part of I-895 connecting with I-95. The map presented in 

Figure 1 shows the locations and routes of major interstate and state highways located within and 

around the City.  

 

Average daily traffic on the interstate and state highway system in and around Baltimore is shown in 

Table 1. Baltimore is also a major transit point for the movement of freight. The City is served by two 

major railroads, Norfolk Southern and CSX. The Howard Street Tunnel, which is owned and operated by 

CSX, represents the only direct rail link between the Northeast, Southeast, and mid-Atlantic regions. The 

City is also home to the Port of Baltimore and Baltimore-Washington International (BWI) Airport. The 

Port of Baltimore is one of the largest container ports on the East Coast, and is also one of the leading 

ports for RO/RO (roll-on/roll-off) traffic, including automobile imports into the United States. The Port 

generates significant freight traffic, both truck and short-line rail (Camden Line), with approximately 

80,000 truck trips into and out of the port on an annual basis.  
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Pre-Event 

Baltimore City and the state of Maryland share responsibility for the operation of transportation 
facilities located within the City. The Baltimore Department of Public Works has responsibility for all 
surface roads within the City, including non-interstate routes and I-83, I-295, and MD Highway 40, 
whereas the Maryland Department of Transportation (MDOT) modal administrations are responsible for 
most of the interstate network, transit, and the Port of Baltimore. 
 
The Maryland Transit Administration (MTA) operates all transit services in the City, including bus, light 
rail, heavy rail (Metro), and commuter rail (MARC). The Maryland Port Authority (MPA) is responsible for 
operating the Port of Baltimore, and the Maryland Aviation Administration (MAA) operates BWI Airport. 
The Maryland Transportation Authority (MdTA) owns and maintains the I-95 approaches to the Fort 
McHenry Tunnel, from Caton Avenue on the south side to the northern Baltimore City line, including I-
395 into Baltimore’s Camden Yards and Inner Harbor areas. (The MdTA is also responsible for other toll 
facilities in the state, including the Baltimore Harbor Tunnel and its approaches (I-895) and the Francis 
Scott Key Bridge on the southeastern section of I-695 (the Baltimore Beltway).) Regional and district 
offices of federal transportation agencies are also located in Baltimore and at BWI Airport. The City’s 
Office of Emergency Management is responsible for handling emergencies and incident management 
within Baltimore. State agencies do not have jurisdictional authority within the City but frequently work 
closely with city agencies in emergency and incident management situations. Both the state and the City 
maintain emergency response plans and at times have conducted joint practice exercises, in particular in 
the area of hazardous materials response. 
 
Day of the Event 
The initial challenges facing the City once the fire was detected were: 

• Identifying the exact location of the fire in the tunnel. 
• Determining the potential environmental impact from the burning cars containing hazardous 

materials. 
• Determining whether downtown Baltimore would need to be evacuated. 

 
South Baltimore Industrial Mutual Aid Plan (SBIMAP) is a voluntary consortium of manufacturers, 
emergency response personnel, Baltimore City environmental and emergency management personnel, 
and the Maryland Department of the Environment (MDE), focused on the South Baltimore industrial 
area. The consortium’s purpose is to plan for and respond to incidents such as the Howard Street Tunnel 
fire where hazardous materials and potential environmental incidents are involved. 
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Emergency Operations Center Seating Chart 
 

FRONT 
 

ICS Command Staff       ICS General Staff  

        
  
 
 
 
 

 
 
   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Public Information Officer, 
Safety Officer, Liaison Officer 

Maps, etc. Operations, Logistics, 
Finance/Admin, Planning 

Mayor/City Council Office of Emergency Preparedness 

Baltimore Police/Baltimore Fire 

Incident Commander 

Dept. of Public Works and Traffic 
Management 

State Hwy Admin/Mass Transit 

MD Emergency Management Agency (MEMA) 

Baltimore City 
  
 

Maryland Transit Authority 
MD Dept. of 

Transit 

MD Dept. of Environment 

Coast Guard U.S. Environmental Protection 
Agency 
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Teacher Challenge Sheet 
 

Day Before 

1. Identify the exact location of the fire in the tunnel. 
2. Determine the potential environmental impact from the burning cars containing hazardous 

materials. 

Day of Exercise 

3. Route Changes. 
a. Mass 
b. Private 
c. Water 
d. Air 

4. Game at Oriole Park. 
5. Determining whether downtown Baltimore would need to be evacuated. 
6. Informing residents. 
7. Vehicles in tunnel. 
8. 4.8% grade in tunnel (tunnel acting like a chimney). 
9. Suppress tunnel. 
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Student Activity: Howard Street Tunnel Action Sheet 
Date and Time Action 

July 18, 2001 – Day 1  

3:04 p.m. 

 

60-car CSX freight train L412-16 being pulled by three engines, carrying 31 loaded and 
29 empty cars, with a mix of freight that included empty trash containers, paper 
products, plywood, soy oil, and several tanker cars enters the Howard Street Tunnel in 
downtown Baltimore. 

3:07 p.m. Train unexpectedly comes to stop in tunnel. 

3:15 p.m. Engineers notify CSX dispatcher via cell phone that train is stopped in tunnel. 

3:27 p.m. 

 

Engineers decouple engines and exit from tunnel. Increasing smoke provides evidence 
train is burning. CSX dispatcher notified via radio that train is on fire, and that cargo 
contains hazardous materials.  

3:35/4:15 p.m. Baltimore City Fire Department arrives as first responder and assumes incident 
command responsibilities. CSX Engineers provide bill of lading indicating derailed train 
is carrying hazardous materials.  

4:11 p.m. CSX Transportation notifies Maryland Department of the Environment-Emergency 
Response Division (MDE-ERD) of the derailment of train cars carrying hazardous 
materials. 

4:15 p.m. 

 

The Baltimore City Department of Health contacts the Maryland Emergency 
Management Agency (MEMA). 
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July 19, 2001 – Day 2  

 

  

  

  

  

  

  

  

  

  

  

  

  

  

July 20, 2001 – Day 3 
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July 24, 2001 – Day 7 

 

MARC’s Camden Line resumes service from Washington, DC, to Camden Yards station 
in time for morning commute. 

CSX’s test run through the Howard Street Tunnel with two locomotives and 50 loaded 
cars at reduced speed is successful; CSX resumes freight service through the Howard 
Street Tunnel at limited speeds. 

July 29, 2001 – Day 
12 

Water main repairs are completed. 

 

August 11, 2001 – 
Day 25 

 

Manhole covers fly 4 feet into the air, and traffic signals are disrupted in small area 
downtown due to the ignition of tripropylene by electrical sparks. 
 
Approximately 2,000 gallons of tripropylene are recovered from storm drain system 
and nearby conduit vaults. 

September 4, 2001 – 
Day 49 

Intersection of Howard Street and Lombard Street is reopened to traffic. Central Light 
Rail Line is repaired.  

September 8, 2001 – 
Day 53 

Central Light Rail Line is reopened; bus bridge is discontinued. 

September 10, 2001 
– Day 55 

Baltimore City completes repairs to road surfaces. 
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Teacher Resource: Howard Street Tunnel Timeline 
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40 
 

 

  



41 
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Student Activity: Howard Street Tunnel Evacuation 
Directions: Having completed the Howard Street Tunnel Exercise, evaluate one of the actions that was taken for 
each stage and explain the reasoning behind the decision. Be sure to compare the action taken to what actually 
occurred. 

Stage of 
Emergency 
Management 

Action Taken Reasoning 

Prevention   
Preparedness   
Response   
Recovery   
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